SafeDispatchv4.0

Installation& SetUpGuide

Welcome!

SafeDispatch v4.0 is the essential data application for dispatchers and radio
operators wanting to take control of their mobile assets. With the flexibility, control
and performance of SafeDispatch, you now have the most cost-effective, professional
MOTOTRBO solution right at your fingertips.

With important features to accommodate nearly any fleet management challenge,
SafeDispatch interfaces with MOTOTRBOQO's professional radio systems seamlessly
while providing the tools you need to most effectively monitor your employees,
vehicles and materials.

SafeMobile has tailored features of the SafeDispatch information platform to

enhance communication capabilities, data analysis and documentation, enabling you
to control your fleet in a user-friendly, functional design. All elements are easy to use
and accessible via any internet connected computer in the world.

This Installation Guide will help you to establish the necessary hardware and system
requirements to run the installation of the SafeDispatch programs. Once installed,
this section also will walk you through the necessary steps to configure and establish
accounts and settings.
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SafeDispatch® v4.0 will allow you to
assess the components of a job or
project, determine which tools in the
suite are the most appropriate and
combine their power to complete your
mobile tasks effortlessly.

SafeDispatch is a set of modules
primarily designed for monitoring
distribution from your facility with GPS
based location information and
environmental data provided by your
radio systems. The software modules
perform a variety of analytical functions
in an automated way, while allowing
you to have instant communication with
the field.

The real-time critical information, fast
direct field communications and
comprehensive reporting functions will
enable you to manage your business
safely, accurately and efficiently.

SafeDispatch v4.0 is your complete
asset management solution.

The Installation and Set Up package you have
just downloaded consists of two parts:

First, this manual, intended to serve as an
installation guide of the software modules.

Second, the package also contains a tutorial
with examples to set up and begin using
SafeDispatch v4.0 today.

Copyright©2014 SafeMobile
All rights reserved.

No part of this publication may be copied,
distributed, stored in a retrieval system,
translated into any human or computer
language, or transmitted, in any form or by
any means, without the prior written consent
of SafeMobile.

SafeMobile and SafeDispatch v4.0 are
registered trademarks of SafeMobile. Any
other brand names and trademarks
appearing in this guide are the property of
their respective holders.

Comments? Please email all comments on
this document to: support@safemobile.com.
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Architecture Overview

Software Architecture Overview

The system is composed of 3 main applications, 2 auxiliary apps and a PostgreSQL database.

Main applications:

= Application Server - This is the central application that connects all the other modules to the
database. This application must always run for the system to work. It must be installed on the same
PC that the database is installed.

» Gateway - connects the system toMOTOTRBOcontrol radios.

SafeDispatch can have more than one Gateway app installed on different PC's. All the
communication between the Gateways and the Application server is done via UDP multicast protocol.
So if more than one PC is used in the SafeDispatch™ then all the PC's must be connected in a LAN
with multicast enabled.

ATHE MOTOTRBO® GATEWAY APPLICATION MUST BE RUNNING IN ORDER TO RECEIVE ANY DATA FROM THE
SUBSCRIBER RADIOS. THE APPLICATION MAY BE MINIMIZED IN YOUR TOOLBAR ONCE LAUNCHED.

» SafeDispatch - is the Dispatcher application. It provides the dispatcher with real time and
history access to the system data. The application is customized to the actual dispatching needs by
using the following available modules:

0 GPS — provides SafeDispatch with the Live tab, where provisioned GPS units and
subscriber radios are tracked on a live map. For mapping engines, you can chose from
Google, MapPoint Fleet Edition, or ESRI ArcGIS.

0 Text Messaging — allows a dispatcher to send and receive SDS Text Messages to and
from subscriber radios.

O Reports — a dispatcher or administrator can generate reports based on collected GPS
and telemetry data.

0 Voice — providesa dispatcher with the ability to communicate with subscribers through
the SafeDispatch interface. Note that this module requires extra equipment and added
computer requirements.

0 Geo-Fence and Landmarks — works with the mapping engine to create virtual fences
and landmarks. Units can generate alerts if they enter or leave a Geo-Fence, or
approach a landmark.

SafeDispatch™ v4.0 dispatchers interact with the Application Server as well as the Gateways through
UDP multicast. All the PC’s in the system must be capable of using UDP multicast.

SAFEDISPATCHV4.OInstallationGuide
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Auxiliary applications:
= Administrative Module- Subscriber and User Manager- used for system setup.

O Add/edit Dispatchers and Gateways
0 Add/edit users and subscribers
0 Configure the control radios connections

= SafeMobile Updater - used to keep the system up to date by downloading and installing
the latest updates form SafeMobile servers.

System Overview

SafeDispatch contains server software that works together with MOTOTRBO® radio systems to
manage dispatchers, subscriber radios and store data. The Navigation Tools present data to you
through the MOTOTRBO® Radio Server.

SafeDispatch connects to the subscriber radios through the control radio(s) (base station(s))
connected via USB cables to the computer(s) that use(es) the MOTOTRBO® Gateway application.

The communication between the SafeDispatch and Application Server is carried out via TCP/IP
protocol. The communication between the MOTOTRBO® Radio Server and the subscriberradios is
carried out via UDP/IP protocol.

A very basic SafeDispatch™ configuration consists of one Application Server, one Gateway (used for
one MOTOTRBO® control radio)andoneSafeDispatch, all installed on a single PC. But, depending on
the number of dispatchers and on the MOTOTRBO radio system configuration, a typical SafeDispatch
deployment consists of one Application Server, multiple Gateways, and multiple SafeDispatch
dispatcher PCs.

I

SafeDispatch  Safebispatch SafeDispatch

«E» © ((E))

Subscriber Subscriber

Subscriber

Figure 1 System Diagram
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As mentioned before, if more than one PC is used in the SafeDispatch™ configuration then all the
PC’s must be connected in a LAN with multicast enabled.

| SERVEE ’

® %

MotoTeBo éni'eway ’\
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| Subscriper |

‘ Base station |

Figure 2 Communication diagram in a LAN

If the SafeDispatch™ system cannot use only LAN connections (due to its geographic configuration)
the remote PC’s can be connected using multicast capable VPN connections.
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Figure 3 Communication diagram for virtual LAN via multicast VPN
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An example of data (GPS) transfer through the system:

1.The subscriber radio acquires a fixed GPS position and sends it through air waves to the control
radio. The control radio is the one attached to the PC running the Gateway application.

2. The control radio sends this message to the PC through the USB cable.

3.The Gateway App processes this message and sends it to the Application Server and all dispatchers
through the UDP multicast.

4a.The Application Server adds this message to the database for future history reports.
4b. The dispatcher applications show the location of the subscriber on the map.

Data Storage

All system information is stored in a PostgreSQL database. PosgreSQL must be installed on the same
computer where Application Server resides.

Gateway
SateDispateh System

| VWindows 7

Figure 4 Data Storage

4 NOTE: Audio files are stored in the "recordings" subfolder, where Application Server was installed.
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SafeDispatch™

Functional capabilities

General:

[=] Full monitoring: Radio Registrations (MOTOTRBO ARS), GPS, Telemetry Events, Text Messages

[=] Mapping Options: Microsoft Map Point, Google Maps, ESRI, Customer provided maps(any raster
or vectorial format maps)

(=

Access to the Radio Network via PC: Multi-user access to Radio Server

[=] Channel Supported: Digital — any MOTOTRBO radio system (simplex, dual-channel simplex,
standalone repeater(s), IP Site Connect, Capacity Plus, Linked Capacity Plus, Connect Plus)

[=] Automation Features: Scheduled Text Messages, Lone Worker, Email Gateway

[=] Telemetry Functions

System Requirements

Before you begin installation of SafeDispatchv4.0, your MOTOTRBO Radios and your PC(s) should be
properly configured. You should have the following connected:

PC(s) with Internet Access and USB Port Availability
Minimum requirements for the Application Server PC:

= 2.8 GHz Intel i5 or better

= |nstalled memory (RAM): min. 4GB

= Hard Disk: min. 250GB

=  Graphics: Intel HD 2000 or better

= LAN Connection

= Internet connection (for updates and Google maps)

= Sound card (if the SafeDispatch Voice Module is used)

= USB ports: min. 2 USB ports (plus one for each additional control radio)

This PC should also be a Desktop form factor and not a laptop or tablet.

SAFEDISPATCHV4.OInstallationGuide
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Minimum requirements for the dispatcher PCs:

= Processor: 2 GHz Dual Core (Intel/AMD)

= |nstalled memory (RAM): min. 2GB

Hard Disk: min. 160GB

Graphics: Intel HD 2000 or better

LAN Connection

= Internet connection (for updates and Google maps)

USB ports: min. 2 USB ports (plus one for each additional control radio — if used)

Software
= Windows 7 Professional 32/64bit
* Microsoft.NET Framework 4
= Antivirus program disabled
» The user used for windows login should have administrator rights

The following applications need to be granted inbound connection exceptions in the PCs’ firewall:
= AppServer.exe
= ConnectPlus_SOC.exe (if used)

GateWAY.exe

= Dispatcher.exe

Note that these exceptions need to be granted for each computer running SafeDispatch, which
includes the Dispatcher PCs in addition to the AppServer PC.

Network

The SafeDispatch System depends heavily on communication over IP. As a result, there are several
requirements that must be met by your network to ensure that the system works properly:

Google Maps: If the SafeDispatch installation will be using Google for the Mapping solution, then an
active Internet connection is required on each computer running SafeDispatch. Google’s licensing
agreement for Maps does not allow for offline map usage. Esri ArcGIS and Microsoft MapPoint Fleet
Edition can be used offline.

Multicast: is a networking term that describes the process of a single transmission of information to a
select group of destination computers. SafeDispatch requires a multicast capable network. If you are
unsure of whether your network meets this requirement, please check with your IT Administrator.

IP address requirements:

An operational SafeDispatch system will be working on two networks. The first network is the one
that a site might already have in place, which is any number of computers connected to one another
via Local Area Network. When a control radio is attached to the AppServer PC, a second network is
created. This network exists solely between the control radio and the AppServer PC for the purposes
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of communicating Subscriber Radio information to the software. To avoid conflicts and ensure
optimal performance the following requirements need to be met:

o Network Identifier: is a term that represents the first two sets of numbers in an IP address.
By default, the Motorola Customer Programming Software sets this identifier192.168.x.x.
If your network requires that this number be different, please contact support with as
much detail regarding your particular network configuration as you can provide.

e Node: The final two sets of numbers in the IP address are the node, which is representative
of an individual device existing on that particular network. No two nodes can be the same
number on the same network. Control radios in a SafeDispatch system will actually occupy
two nodes. The first node is for the AppServer PC to identify the control radio itself while
the second node is the Accessory IP. Subscriber radios communicate with the control radio
over that Accessory IP. If a control radio is programmed with an IP of 192.168.10.20, then
the accessory IP will automatically be 192.168.10.21. In systems with multiple control
radios (such as one for voice and one for data), the IP addresses should be spaced out to
avoid conflicts. It is recommended that you change the third octet in the IP address to
achieve this spacing. For example, a voice control radio could be set with 192.168.10.20
while the GPS control radio could be set with 192.168.20.20.

Any computer running SafeDispatch on your LAN needs to be assigned a static IP address, as client
registration is tied to the IP address and a dynamic IP will unregister a computer any time the IP is
reassigned.

Port requirements:

Depending on the SafeDispatch modules used, the following ports need to be opened on the network
over both UDP and TCP:

= 587 = SMTP (required for the Email Module)

= 995 =POP3 access (required for the Email Module)

= 5432 = Allows the access to the database

= 5680 = Program registration required for permission to access the database
= 8080 = Google Maps access (if used)

= 15768 = Required for Voice Recording with the Voice Module (if used)

= 15679 = Required for Voice Recording with the Voice Module (if used)

= 17233 = Required for messages to properly function

Control Radio(s)

Depending on your radio system size, you may need more than one control radio. They are provided
by your Channel Partner and are connected with a custom USB cable to your PC.

A THE MAXIMUM NUMBER OF MOTOTRBO® CONTROL RADIOS IN A SYSTEM IS 16.
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USB Control Radio Cable

The USB Connector Cable is custom made and does NOT come with your Control Radio(s).The cable
can be provided to you upon request by either your Channel Partner or by SafeMobile.

USB Registration Dongle

One Dongle is included with the Software Package purchase.

Software Installationand Configuration

AppServer PC Installation

Before installing the server, it’s important to make sure you have the latest installation kit available.
If a long period of time has passed between receiving your install disc and installing the software,
please check with SafeMobile Support. Updated installation kits can be provided over the internet to
avoid a delay while waiting for shipping. The steps for installing the SafeDispatch server are as
follows:

Install and Update PreChecks

On the root of the installation kit, locate the “PreChecks” folder. Inside this folder is a file called
Setup_PreChecks.msi. Running this installation file will be install the .NET Framework and Visual C++
runtime. These are Microsoft tools that SafeDispatch was developed with and are required to
operate the software.

@Q-’ | = oppsttup ¢ SafeDispatch 4403763 » PreChecks

Ovganize = Include in library = Share with Bum Mew folder

W Favorites
L Google Orive l=|
i¥ Dropbox ¢ i A i B
B Desktop
& Dewnloads
2. Recent Places
2 lim
L Sefedabile o Manusl
k Tuhni:d"iuppoﬂ

DotMetF)40

, 4 ems

Figure 5 Run PrechecksSetup

12

SAFEDISPATCHV4.OInstallationGuide
SafeMobile® (C)Copyright(2013)AllIRightsReserved



Once PreChecks has been installed, run Windows Update to obtain the latest versions of these
packages. When the updates are completed, please run Windows Update again. Some updates may
require older updates as a prerequisite and will only become available in Windows Update when the
prerequisites are installed.

Run the SafeDispatch Installer

After PreChecks is installed and updated, your AppServer PC is ready for installation. Open the folder
called “SafeDispatchSetup” located in the root of the Installation Kit, then locate and run
“SafemobileSetup.exe.” Please read the EULA and click “Accept” if you agree to the terms.

SafeDispatch
Database IP 127.0.01
[] Selected
[[] change default port 5432
Gateway
Selected Database IP 127001

MOTOTREO T [ Change default port 5432

AdministrativeModule
Database IP 127001
[] Selected
[[] change default port 5432
Database

“\—\ Administrator Password | password
e Selected Default User Password | password

/e
SSApp”CEltions [ change default port 5432

[T Install application server for SafeDispatch Mobile

Installation Folder:

S afe D i S patCh‘i\ ChProgram Files (x88)\5afeMobile | Change |

Status:  Ready for install | UNINSTALL |

|

Version 4 \m

© 2012 SafeMobile, Inc. All Rights Reserved  ersion: 4.4.0.3769

Figure 6 SafeDispatch Installer

If you accept the EULA, you will be presented with the Installer. In this window, you can customize
certain aspects of the installation. In most setups, the AppServer PC will require that all of the
available applications be installed. The AppServer hosts the database for a SafeDispatch system, so
the Database IP across all fields should be set to 127.0.0.1. In networking, the 127.0.0.1 IP address is
self referencing, so the software will know to look to the local machine when searching for the
database on the network. The default port, in most cases, will not need to be changed.

Under the Gateway heading choose Connect Plus if the connection will be to a Connect Plus trunking
infrastructure or choose Mototrbo for any other Mototrbo system.
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Under the Database heading the Administrator and Default User passwords can be established. Enter
a valid password for each (or you may leave the word password as your default). Make note of your
password for future reference.

The installation folder should always be set to C:/Program Files/SafeMobile. An incorrect directory
could result in issues receiving live updates. Note that on machines running a non-English version of
Windows, the installer will automatically install to the correct Program Files directory. For example,
even if the installer says “Program Files” when installing on a Spanish language machine, the installer
will automatically install to C:/Archivos de Programas/SafeMobile.

Once the settings are configured to your specifications, click Install. The installer will provide you
with a status window at the end of installation to verify that all applications installed correctly. If you
experience issues with the installation, please refer to the knowledgebase article "Applications Fail to
Install" (Registration required to view articles).

Check for SafeDispatch Updates

SafeDispatch comes with a Software Update application that connects to our servers and checks for
updates. It is strongly recommended that you run this application when you first install the software
to make sure that your client is up to date.

Configuring Connect Plus

If the Connect Plus Gateway version was installed, double click the Connect Plus Gateway icon on
your desktop and locate the Setup tab.Under Controller, input the IP address of the MOTOTRBO
Connect Plus Controller.

' Connect Plus Gateway

Main ‘ Setup |

Gateway Controller MessageBus

Gateway ID: 1 Controller IP: 127.0.0.2 Multicast IP: 2243001

Controller User 1D: 10000 ARS port: 4005 Multicast Port: 17233

Report Interval: 30 Location port: 4001

SMS port: 4007

s N

% s <

Location port(R): | 50001

SMS port{R): 50002

Figure 7 Connect Plus Gateway Configuration

Also verify that the ports for ARS, Location, and SMS match up with what is configured in the
Controller. Below is an edited screenshot highlighting the appropriate fields on the Configuration tab
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in as: Admin - [Site Configuration]
a5l Disconnect  Site Dashboard (Open)  Settings  Sit

Configuration

reboot of the controller.

Site Configuration TMS IP Message Forward
Local Site 10 Cvenide

Local Network (D Address | 70.208.30.75

P — UDP Port

Mutiste UDP Start Port LRRF IF Message Forward
Max Muttisite Ports Cvemide

Muttisite: Ping Irt. Address | 70.208.30.75
TCP Contral Port ' UDP Port |50001

~Lal Sessions Lommgaranen
Repeater Configuration Mumber of Outbound Data Sessions Allowed

ostes

First UDP Repeater Listen Port | 51001

Mumber of Voice / Inbound Data Sessions Allowed

Control Channel List

Entry 1 CC Rollover Configuration
Erttry 2 CC Rallover On

ot C?P?ﬂﬁéﬂ;":, 2 v v|[am v|
Entry 4

CC Rollover Time 08:00 AM
{UTC Time)

LRRP UDP Listen Port
PN TCP Listen Port
TMS UDP Listen Port

RDAC UDP Listen Part

NTP Corfiguration

Site Dashboard | | Site Configuration

Connected to 10,101.1.201 en Port 4444

fr==y}

Figure 8 Connect Plus Gateway Configuration Checking

Install the Mototrbo USB drivers

Prior to connecting any MOTOTRBO radio to the PC(s), please be sure to install the Motorola
MOTOTRBO Radio Drivers. This will ensure that the PC’s operating system will recognize the control
radio(s) when connected to the computer USB port(s). Contact SafeMobile Support to obtain the
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latest version of drivers.
4 Note: The drivers are automatically installed if you install the Mototrbo CPS on the computer.

Dispatcher PC Installation

If additional modules for theSafeDispatch systemare purchased, the client software can be installed
onto an additional PC. The requirements for additional Dispatcher PCs are as follows:

e Additional SafeDispatch PCs must be on the same Local Area Network as the AppServer PC.
It is possible to configure SafeDispatch over a VPN, but this may introduce performance
issues to the SafeDispatch System.

e The AppServer application must always be running on its PC for the client to function.

In addition, there are a few more points to consider before proceeding with a Dispatcher PC
installation. By default, every application is enabled for installation. However, a Dispatcher PC
typically needs only the SafeDispatch application installed with the exception of the following:

e The Admin Module can be installed alongside any SafeDispatch Client if the user of that
workstation requires SafeDispatch Administrative access

e |f a control radio needs to be installed on a Dispatcher PC, an additional Gateway
Application needs to be installed on that Dispatcher PC. In this case you will also have to
install the Mototrbo Radio Drivers (see above).

Obtain a SafeDispatch installation kit

To avoid potential compatibility issues, make sure that you are using the same version of the
installation kit used on your AppServer PC. If you are not sure whether you have the same version,
please contact SafeMobile Support.

Install the PreChecks Package

On the root of the installation kit, locate the “PreChecks” folder. Inside this folder is a file called
Setup.exe. By running this installation file, you will be installing the .NET Framework and Visual C++
runtime. These are Microsoft tools that SafeDispatch was developed with and are required to
operate the software.

Once the PreChecks package has been installed, run Windows Update to obtain the latest versions of
the included framework and runtime. When the updates are completed, please run Windows
Update again. Some updates may require older updates as a prerequisite and will only become
available in Windows Update when the prerequisites are installed.

Run the SafeDispatch Installer

From the root directory of your installation kit, navigate to \SafeDispatch Setup\ and run
SafemobileSetup.exe. The first window to open will be our End User License Agreement. If you
choose to accept the agreement after reviewing it, please click Accept.

16

SAFEDISPATCHV4.OInstallationGuide
SafeMobile® (C)Copyright(2013)AllIRightsReserved



the Client. Next to each checked application, enter the IP address of the AppServer PC into the
Database IP field.

SafeDispatch

Database IP 10.120.5.12|

Selected
[ Change default port 5432

Figure 9AppServer IP address configuration

Like the AppServer PC installation, verify that the installer is pointing to /Program Files/SafeMobile,
set the default passwords and click Installwhen allof the settings have been properly configured. If
there are issues installing, please refer to knowledgebase article “Applications Failed to Install.”
When everything is installed correctly, return to the AppServer PC and refer to the Administrative
Module section to register and configure the software.

Administrative Module (Admin Module)

The Admin Module is where a user can configure various settings for SafeDispatch, as well as
provision units and register additional Dispatcher PCs.

Registering SafeDispatch

Once SafeDispatch has been installed on the AppServer PC and any Dispatcher PCs, the Admin
Module will need to be configured in order to register the software and allow the different clients to
communicate with each other over the network.

Begin by ensuring that the black USB registration dongle is plugged into an available USB port on your
AppServer PC. If you do not have a USB Registration Dongle, the SafeDispatch v4.0 Application will
still work, however, it will run only in a demonstration mode that expires after 30 days.

Then launch the Admin Module from the shortcut on your desktop. By default, the Admin Module
will open up to the Units tab. Locate and open the Registration tab.
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http://dev2.safemobile.com/deskpro/index.php/kb/articles/4-applications-fail-to-install

Users Units Telemetry Settings  Gateways | Registration

Gateway

127.0,01

Available o

SafeDispatch

127.0.0.1

65 [FsMs

]

[“]Reports [<]|Voice [v+]Geo-Fence []Alarms  Google

Remaining on dongle 1] 0 1]

Ne |

]

Update Delete

IP

IP Reports Geo-Fence Telemetry Map type

+ |127.0.01

[ ] | ]

* 127001 Google

On the right side of the Regist

Configure the AppServer:

Figurel0TheRegistration tab

ration window, locate the SafeDispatch section.

By default, the AppServer PC is registered under the self-referencing 127.0.0.1 IP address and will
have all available modules provisioned. To Unregister certain modules from the AppServer PC,

perform the following steps:

1. Select the IP address of the server from the list.
2. Make the desired changes.

3. Click Update

SafeDispatch -
2. Make the desired changes
127.0.0.1 [#]GPs  [#]SM3 Reports [«|Voice [2]Geo-Fence [»]Alarms Google -
Remaining on dongle 0 0 0 0 0 0 0
Ne [ Update | [ Delete
3. Click Update
IP GPS SMS Reports Vaoice Geo-Fence Telemetry Map type

1. Select the IP

Figure 11AppServer Configuration

Register the Gateway Application:
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The Gateway application is what manages any control radios connected to a SafeDispatch PC. In
most systems, the control radios are typically only connected to the AppServer PC. In those cases the
default 127.0.0.1 IP is all that is needed. If the IP Address field displays anything other than
127.0.0.1, it should be changed. Note that this field does not refer to the IP address assigned to the
control radio in the CPS, this is strictly for registration of the Gateway application.

There are certain systems, such as those using the Voice module or systems spanning several sites,
where control radios may be connected to multiple PCs in the system. In this case the following steps
should be taken to register the additional Gateway applications:

1. Input the IP address of the Dispatcher PC hosting the additional control radio, not the IP
address assigned to the control radio in the CPS.
2. Click New to add it to the list of registered Gateways.

Gateway

1. Input IP
10.120.5.231

Available 2
2. Click "New"

[ New I Update | Delete

Figure 12 Registering additional Gateway applications
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Configure the Dispatcher PCs:

Each additional Dispatcher PC will have to be manually added. The procedure is as follows:

1. Input the IP address of the new Dispatcher PCinto the IP address field.
2. Toggle the checkboxes of each module you want to provision for the new Dispatcher PC.
3. Click New to register.

SafeDispatch

1. Input IP 2. Toggle Checkboxes for desired modules
10120.5.231 [#?]GPS  []SMS  [#]Reports [v]Voice [ |Geo-Fence [v]Alarms Google -
Remaining on dongle 2 2 2 2 2 2 2

. MNew | [ Update | [ Delete

Figure 13 Registering additional Dispatcher PCs

Creating and Modifying User Accounts

SafeDispatch allows for multiple users to utilize the system, and if given permission, be an
administrator to make changes to system settings as needed. To create a user, locate and click the
"Users" tab from the menu bar of the Admin Module.

Once on the user tab, click "Add" on the Ribbon interface to bring up the Users Form dialogue box.

Administrative Module

Users  Units  Telemetry Settings  Gateways  Registration

i & Users Form - B X
» User Type Dispatcher
Add Edit Delete Save Settings X
Login Name Benedict

Settings Settings

Password
Confirm Password
First Name Benedict

Last Mame Cumberbatch

[ Exit | [ Edit

Figure 14Adding Users

From this window, an administrator can provision a new user with a username, password, and the
first and last name of the user. In user type, permissions for this particular user can be assigned. The
different permissions are as follows:

o Dispatcher - Only has access to the SafeDispatch application

e Administrator - Can make changes to system settings via the Admin Module

o Lite Dispatcher - Only has access to the SafeDispatch application with limited features (only
voice calls and map display — no radio commands, no messaging, no Telemetry, no polling)

Once a new user has been added, an Administrator can modify individual settings for that user.
These settings can be found at the bottom of the Users tab, just below the user list.
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Settings for user: default
Start Items History Live

Start Lat. 44,4285 Compute address a Display only units with last GPS
update in 3 {min)

Start Lng. | 26,1037

Mame Display
Start zoom 16 Play Time 20
Units km/h ~ Icons type
Pause Time 2000 o
Time format | 24 hour - (®) Unit pictures
300 (") Colored arrows

() Emergency people

Min speed 5

Figure 15 User Settings

Creating and Modifying Units

Each subscriber radio utilized in the system will be tied to a unit in SafeDispatch. To add a subscriber
to SafeDispatch, begin by clicking on the Units tab from the menu bar of the Admin Module. From
the ribbon interface, select Add from the Unit Group. From the Unit Settings dialogue box, you can
provision the following settings:

& Units settings

Radio Id 104
Unit Name Main 4
User Benedict

GPS reporting interval {min 10} &0

Group Group 1

Unit icon: palice

||

Figure 16 Units Settings

e Radio ID - This ID number corresponds to the ID assigned to a radio in the Customer
Programming Software under General Settings.

e Unit Name - A name for the unit — this does not depend on any field from the CPS.

e User —set a specific user to have access to this unit.

e GPS Reporting Interval — this setting tells the software how often should this unitsend the
GPS data. Shorter intervals put an increased load on the network, so please use caution
when adjusting this setting for more frequent reporting intervals.

e Group — assigns the unit to a particular group.
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® Unit lcon — assign an icon to the unit to help identify it on the map. As of SafeDispatch
4.4.3, custom icons are supported.

When all of the settings have been configured, clicking Add will add the unit to the database.

Programming the Gateway Application

For all the systems using a mobile radio as a control radio, certain settings need to be configured in
the Admin Module to ensure proper communication between the control radio and the Gateway
application.

First, ensure that the PC hosting the Gateway application is registered as outlined above. Then, locate
and select Gateways from the menu bar of the Admin Module.

Administrative Module

Users  Units  Telemetry Settings [Gatewaysl Registration

Add new Gateway Add new Radio Gateway Add new Radio Zone Add new Radio Channel

P (127.001 Add 1P Base stationIP. Add Nr 1 Add Mr 1 Add

Radio Id: 1D [#] Voice enabled Name:  Zone Name MName: | Channel Name

Add Radio Gateway for GW ID: 127.0.0.1 Add Zone for Radio Gateway: 192.168.10.60 Add Channel for Zone: Zone Name

P P Imei | Voice Nr Name Nr MName

]
1| 127.00.1 192.168.10.60 [ 10 1 1) Zane Name 1) Channel Na..

Delete Selected Delete Selected Delete Selected Delete Selected

Figure 17 Programming the Gateway Application

Registration for each control radio is done across all four columns, which are:

e Add New Gateway- The IP address entered in this field should be the IP address of the PC
hosting this control radio. If a control radio is going to be attached to the AppServer PC,
then the self-referential 127.0.0.1 should be used as an IP address. Otherwise, this address
should be the static IP address of another PC on the Local Area Network.
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o Add New Radio Gateway— The IP address entered in this column should be the IP address
assigned to the control radio in the Customer Programming Software under Network. This
is the radio-to-radio IP address that is independent of anything configured on the LAN.
Radio ID is the ID assigned to the radio under General Settings in the CPS. If the radio is
attached to the computer with a Voice Dispatch cable provided by SafeMobile, the "Voice
Enabled" checkbox should be marked to enable voice functionality. Note that in some
setups, the checkbox might be enabled for non-voice radios. This is a method of
troubleshooting and will not impact systems which are not using voice.

e Add New Radio Zone— Each Zone programmed into the control radio should also be
programmed in this column.

o Add New Radio Channel- Each Channel programmed into the control radio should also be
programmed in this column.

Other Settings
The Admin Module has several settings that can be configured within the Settings tab:

e Database Backups— A utility is built into the Admin Module to provide a convenient
method of backing up the database. The backup and restore process is automated by the
software with one-click, but for increased data security it is recommended to back up the
file created by the software. To do so, simply navigate to the backups folder and move the
file to a secure location. The backups folder is located in C:\Program Files
(x86)\SafeMobile\AppServer\backups.

e Adding Custom Unit Icons — New in SafeDispatch 4.4.3 is the ability to add custom unit
icons. lcons must be a .PNG format.

o Deleting Icons — By selecting an icon from the drop down list and clicking Delete Selected
Icon, that icon will be permanently removed from the database. This cannot be undone, so
exercise caution when using this feature.

Starting SafeDispatch

order to properly connect to the SafeDispatch programs.

Next, double click on the SafeDispatch Icon =ln your desktop, or from the Start menu select
Programs/SafeDispatch. Once selected, the Logln Screen will appear. The user must enter a
Username and Password into the available edit fields in order to gain access to the program.
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Then, select your preferred user Language and Login. [Fig. 18}
The default Password is established at Installation. The default language for SafeDispatch software is
English.

Welcometo: X

/A SafeDispatche

Version 4

Login: default -

Password:

Language: English -

or Tndates Remember Settings

Wersion: 4.3.2.3388 E
Lt 2012 SafeMobile, Inc. All Rights Reserved Jl

Fig.18 Start SafeDispatch

SafeMobile Support

Email Support
Please email your technical support questions to support@safemobile.com.

SafeMobile Technical Support Online Forum

Please visit our SafeMobile Technical Support Online Forum for all your SafeMobile and Motorola
questions atwww.safemobile.com/forum.

Sales and Installation Support
Please contact your SafeMobile Channel Account Manager directly for assistance.
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Appendix A

Configuring the MOTOTRBO system for SafeDispatch

MOTOTRBO CPS Installation
To install MOTOTRBO Customer Programming Software (CPS):

A To coNFIGURE MOTOTRBO RADIOS, YOU NEED TO INSTALL MOTOTRBO CPS.

1. Run the installation of MOTOTRBO CPS (a copy of this application is available to your Motorola
dealer)

2. Follow the onscreen installation.

Note: The CPS installer will also automatically install the MOTOTRBO drivers.

3. Launch MOTOTRBO CPS
a. Set the view option to "Expert" mode to be able to access all CPS features
b. Connect a radio to the PC using the corresponding programming cable
c. Click “Read" button.

d. The reading of your radio configuration will start.

;) MOTOTRBO Customer Programming Software

Fie - Edit | View | Device  Features  Help
@ @[]
‘ RM | Open|TU]  statys Bar

Figure 1 Setting the CPS view option to “Expert” mode
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Configuration of MOTOTRBO Radios

General Considerations

Programming of the radios to work with SafeDispatch depends on the radio system type and
topology. Currently, the following MOTOTRBO system types are supported:

= Simplex

= Dual-Capacity Simplex
= Single Site Repeater(s)
= |P Site Connect

= Capacity Plus

= Linked Capacity Plus

= Connect Plus

Each of these systems needs customized programming, as described below.

For proper functionality of a MOTOTRBO based GPS location system the following must be
considered:

= |n a SafeDispatch system the radios are automatically registering (when powered on or
when changing channels) and (during this process) are instructed to send periodically their
position. This time interval is set (for each individual radio) using the Administrative
Module of the SafeDispatch v4.0.

= |n conventional systems the registrations are made on the voice channels, so the ARS
control radio can also be used for dispatcher’s voice communication but only if the
dispatcher doesn’t need to use different RF channels (defined by frequency & timeslot) —in
the second case a configuration with separate ARS control radio and dispatcher voice radio
must be used.

= MOTOTRBO voice calls have higher priority than GPS data transmissions — as a result,
during a voice call the periodic transmissions are delayed until the call ends. This can cause
collisions in sending the GPS data — mostly at the end of a group call, when more radios
have to do that. To minimize this effect we recommend to avoid having large groups of
radios. We also recommend to use short “RX Group Lists” or to avoid them completely, as
the radios using such lists might be involved in too many calls to have time to send their
GPS data.

= Depending on the radio system, the GPS data can be sent on the voice channel(s) or on
dedicated GPS revert channels. We recommend to use, whenever possible, GPS revert
channels — separating voice calls from the GPS traffic is a first step in increasing the
reliability of GPS transmissions.

= |n all systems that use repeaters the “Enhanced GPS” feature can be used, greatly
improving the capacity of a GPS revert channel (as described below).
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“Data Call Confirmed” Considerations

The “Data Call Confirmed” (DCC) feature of MOTOTRBO radios can be used in any data transmissions
but here we are interested in the use of it for the radio registrations and GPS data sending. This
feature can be enabled on each channel, by checking the Data Call Confirmed field in the TX section
of the channel. If used, it will determine the radio to:

- Confirm any data messages that are successfully received
- Expect to receive confirmations for any transmitted data messages — if there is no
confirmation the radio will repeat the data transmission

It’s obvious that if the DCC feature is used, all the radios should be programmed to use it — otherwise,
unnecessary re-sending of messages will occur. The problem of using it or not is that it adds some
time to each data transmission, increasing the data load of the channel (and hence decreasing the
data capacity). But because some data transmissions can be affected by RF propagation problems or
by TX collisions, not using DCC will automatically lead to lost data — how acceptable is this?

In the case of radio registrations (made on the voice channels) a radio that misses to register will not
send any GPS data (it will not be instructed how to do that) so it will also not appear on the
SafeDispatch map. This is not acceptable, so DCC should always be used on the voice channels.

If the GPS data is also sent on the voice channel then it will follow the same rule as the registration.

If the GPS data is sent on a data revert channel you can choose either to use or not the DCC on that
channel. In the first case you will have a greater GPS traffic (not only because of the added
confirmations but mainly because of the retrials) but more successfully sent GPS positions while in
second case the traffic will be lower but the number of lost positions will be significantly higher.

If “Enhanced GPS” revert channels are used (available in all repeater systems) the GPS data is always
sent unconfirmed (to save time and because the collisions are avoided) — this might however lead to
some lost GPS data if RF propagation problems are present (but this is anyhow inevitable because re-
sending the messages in such conditions will lead most probably to the same result).

Emergency Considerations

If the radio system uses Emergency then (regardless of how other Emergency features are
programmed in the radios) when the radio user presses the Emergency button the radio will
automatically send an “Emergency Alert” message. This type of message will be considered only by
those radios that are programmed with the Emergency Alarm Indication field checked(in the RX
section of the channel window). One (and ONLY one) of those radios must also be programmed to
confirm the receiving of this alarm — by checking the Emergency Alarm Ackfield (failing to do this will
cause repeated alert messages). Note that this confirmation is not related to the above DCC feature.
As the ARS control radio is also used by the dispatcher for voice communication, it is the best to use
this radio to send this type of confirmation (because it is always “on” and always present on the voice
channel). In this case it must be an alphanumeric/graphic display radio.
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Loading Considerations

Proper loading of the voice and GPS revert channels (if used) is very important. While overloading a
voice channel will impact the radio users’ experience and cause lower efficiency in using the radio
system, any overload of the GPS transmissions will result in more and morecollisions and loss of GPS
data. To estimate the loading of a MOTOTRBO radio system, Motorola uses the concept of “radio
user profile”, based on specific average voice, GPS and SDS message traffic. The below table shows
these profiles:

Profile

Name Traffic Type Call Description Traffic Per User Per Hour
. 10 second call, 2
Group Voice Call transmissions per call 90%
High Voice 3.0 Calls per User per Hour
Individual Voice 20 second call, 4 10%
Call transmissions per call ¢
) 10 second call, 2
Group Voice Call transmissions per call 90%
Low Voice — - 1.0 Calls per User per Hour
Individual Voice 20 second call, 4 10%
Call transmissions per call °

660 milliseconds (for
Single Repeater and IP
Site Connect) per

High GPS Location Updates transmission and

540 milliseconds (for

Capacity Plus mode)
per transmission

60 GPS Transmissions per User per Hour
i.e. 1 Minute Update Period (Cadence)

Low GPS Location Updates 660 milliseconds per 6 GPS Transmissions per User per Hour

fransmission i.e. 10 Minute Update Peniod (Cadence)
High Text ; 100 characters per
Messaging Text Messaging message 2.5 Text Messages per User per Hour
Low Text ; 100 characters per
Messaging Text Messaging message 0.5 Text Messages per User per Hour

These profiles will be used to estimate the proper loading for each of the MOTOTRBO systems.Note
that the impact of text messaging is minimal, so it can be almost neglected.

The loading provided by the radio registrations must also be considered. If the radio users work in
shifts and switch on their radios in a short interval of time, a flood of registrations will result, with
many collisions and retrials, having a great impact on the voice channel(s) for up to 15-30 minutes. To
avoid this, the radio users must be instructed to switch on their radios at different moments of time
(Motorola recommends not to exceed an average of 3 registrations per minute per RF channel).

GPS Revert and “Enhanced GPS” Considerations

As already mentioned, a first step in increasing the efficiency of sending the GPS data is the use of the

“GPS Revert” feature of the Mototrboradios, which allows to separate the voice and GPS traffic by

using RF channels dedicated only for GPS transmissions. Even in this case, Motorola recommends not
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to exceed 20 GPS updates per minute on such a channel — for High GPS usage this is equal to the
number of radios that can use the channel. It’s easy to notice that for systems that use many High
GPS radios the number of needed GPS Revert channels can become unacceptable (for Low Voice and
High GPS radios three GPS Revert channels are needed for each voice channel).

The above limitations in sending GPS data on a GPS revert channel are caused by the potential
collisions and retrials made by the radios. In all systems that use repeaters, the “Enhanced GPS”
feature of MOTOTRBO radios offers a synchronized manner of sending the GPS data by allocating to
each radio a precise time window for doing that — after the radio registers, at the first attempt to
send its position the repeater will reserve the time window (in an internal table) and all following GPS
transmissions will be made in this reserved moment of time. This eliminates any collisions, allowing a
much greater number of updates per minute.

Because not all transmissions can be made in this way (while the radios are involved in voice calls
they might miss the reserved window moment) the repeater is programmed to reserve only a certain
percentage of windows for periodic GPS updates — in the remaining time the radios can ask for extra
windows to empty their GPS data queue. The available values are 90%, 75%, 60% and 45%.

The size of the window depends on what information is sent and if Enhanced Privacy is used — for
SafeDispatch systems the needed value (which covers all the cases) is 7. This value must be
programmed both in the repeater and the radios.

The above 2 parameters give the maximum number of updates per minute. In most of the cases the
75% reservation time can be used — this will allow (for window size = 7) up to 107 periodic updates
per minute. This reverses the need for GPS traffic versus voice traffic — for large number of radios
only one Enhanced GPS channel can serve more voice channels (up to 6 with High Voice profile radios
or up to 2 with Low Voice profile radios). But if large groups of radios are used (which increases the
probability that many radios will miss their reserved windows due to the voice traffic) lower
reservation percentages are needed and the maximum number of periodic updates per minute will
also decrease: 86 for 60% and 64 for 45%.

Note that the percentage reserved for periodic updates can be also chosen based on real number of
radios used in the system (considering also future growth). For example, if only one repeater is used
and the radios are Low Voice & High GPS profiles ones then the repeater can be programmed with
45% (which allows up to 64 such radios, more than the 51 limit for voice traffic).

Finally, note that this system introduces a limitation in the allowed intervals for GPS transmissions —
the only possible values are 30 sec, 1, 2, 4, 8 min.

A ANY OTHER VALUE PROGRAMMED IN THE ADMINISTRATIVE MODULE WILL BE REJECTED BY THE RADIOS, CAUSING
NO GPS DATA SENT.

Considering all the above, we strongly recommend using the “Enhanced GPS” feature in all repeater
systems. In the below programing examples we indicate the use of this feature and give additional
information to implement it efficiently.
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Programming of Simplex Systems

In a simplex system the communication area is very limited, especially for the portable radios. As a
result these systems are suitable only for limited perimeters or for radio-to-dispatcher
communications. SafeDispatch will need in this case only one control radio(used for voice, ARS and
GPS data). Because voice and GPS data must coexist on the same channel the capacity can be very
limited —the recommended limits are:

- 34 radios with Low Voice & Low GPS profiles
- 16 radios with High Voice & Low GPS profiles
- 12 radios with Low Voice & High GPS profiles
- 8 radios with High Voice & High GPS profiles

It's easy to see that simplex systems are totally unsuitable either for High Voice or for High GPS
usage.

4 NOTE: We do not consider the use of simplex GPS revert channels — instead of using two simplex
channels (frequencies) it is much more efficient to use a half-duplex frequency pair with a
repeater, which offers a better coverage and the possibility to use the “Enhanced GPS” feature.

Programming of the control radio

Read the radio codeplug and make the needed changes in the following CPS windows:

General Settings

AcontrolradiomusthaveaRadiolD — this ID will be used by the subscriber radios to register to the
system and to send GPS data and will also be used to make private voice calls to the dispatcher —
for this last reason we recommend to use an easy to remember value.

General Settings

Top Microphone Battery Saver Alerts Persistent LRRP Requests  Lone Worker

Radio Name  |Control Station
I Radic ID 1100 I

Private Calls v

GPs [C

T Preambie Duration (ms) | ggg 5:
Monitor Type Open Squelch vI

Figure 2 Control RadioRadio ID

| =

The above figureshowsaRadiolDof100,however,thiscanbeanynumberthatyouchoose. As this is a base
radio (that will never send GPS data) the GPS field should be left unchecked.
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We also recommend to change the Talkaround Group Call Hang Time and the Talkaround Private
Call Hang Time (used by the radios on simplex channels) to lower values (1-2 seconds) to minimize
the voice calls duration, allowing more time for registration and GPS traffic.

4\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME VALUES FOR THESE TWO FIELDS.

Network Settings

The network settings of the control radio should be configured as follows:

The control radio must have a Radio IP address — this is used for the USB connection between this
radio and the PC. The below figure shows an IP address of 192.168.10.60, however this may be
different, depending on your IT network settings.

Check the Forward to PC field — in this way all text messages this radio receives are passed to the

connected PC.
— tewowx |

Andol® [ 182 8a . 80 . B0

Acpesanry IF 152 96390061

Mitmisk 355 265 3650

Ch Netwerk 32 =]

A Greusp Nebwark lﬂ
ke T B Sizw (bvieni lﬂ
Temetry UOF Pt [sme 2]

Foreard i PG ’E

Services

Figure 3Control Radio Network Settings

Channel Settings

Normally the control radio can have only one channel but if the dispatcher has to talk to different
groups that use the same RF channel the radio can use more channel positions — but all should use
the same settings (except the Contact Name field), as indicated below:

The ARS field should be set to Disabled as this radio will never register.

The frequency must be the same for both the RX (receive) and TX (transmit). Set the Repeater/Time
Slot to 1.
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Top BX TIX

Compressed UDP Dats [
Header

RXOnky [~

Ofsel (MHZ) .
Frequency  [1¢ 537500 000000 Frequency [1o e37500
(MHz) (MHZ)
o |
Ref Frequency [ 'i Rel Frequency |ﬂl i
{MHz) (MHz)
Group List  |Ligty - Contact Name Ica" -I

Emergency System IS‘.-"“ vl
Figure 4 Set the RX and TXfrequency

We also recommend to check the Compressed UDP Data Header field — using this feature will reduce
the duration of all data messages.

A ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTING FOR THIS FIELD.

Program the radio not to transmit over a busy channel when starting a call or during a call.

TX Interruptible Frequencies |

Admit Criteria | Color Code Free

In Call Criteria IFBIBeri‘tCriteria vl

RSS| Threshold (dBm) [ 122

Figure 5 Admit Criteria / In Call Criteria

Check the Data Call Confirmed field (to be sure that the subscriber radios will register).

Ay ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTING FOR THISFIELD.

Write the configuration to the radio.
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Programming of the subscriber radios

Read the radio code plug and make the needed changes in the following CPS windows:

General Settings

A subscriber radio must have a Radio ID.
Fig.6 shows a Radio ID of 101, however, this can be any number that you choose.

A ALL SUBSCRIBER RADIOS MUST HAVE A UNIQUE RADIO ID.

The GPS field MUST be checked. The Subscriber radio must have GPS enabled in order to transmit
location data.

General Settings

Top Microphone Battery Saver Alers Ferzistent LRRP Reguests  Lone Worker

Radio Name  [Subscriber Radio

Private Calls [V

GFs v
TX Preamble Duration (ms) |96£l 3:

Figure 6 Subscriber Radios General Settings

We also recommend to change the Talkaround Group Call Hang Time and the Talkaround Private
Call Hang Time (used by the radios on simplex channels) to lower values (1-2 seconds) to minimize
the voice calls duration, allowing more time for registration and GPS traffic.

A\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME VALUES FOR THESE TWO FIELDS.

Network Settings

Thenetworksettingsofthesubscriberradiosshouldbeconfiguredasfollows:

The Radio IP field can be left unmodified. The Forward to PC field should be set to Disabled as these
radios do not connect to a PC.

In the ARS Radio ID field MUST be entered the ID of the control radio.

Ay FAILING TO ENTER THE PROPER CONTROL RADIO ID WILL RESULT IN REPEATED UNSUCCESSFUL REGISTRATION ATTEMPTS.
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Top Radio Network  Senvices |P Site Connect

Radio IP 192 . 168 10 . 20
Accessory P 192.168.10.21

MNetmask 2552652560

Radio Neiwork

CAl Network IG
CAl Group Network IE
Max TX PDU Size (bytes) Igm_;,
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[ sewies |

|AFLSFladiDID Iﬂ)ﬂ 3: |

ARSIP 13.0.0.100

ARS UDF Port Im 3:
TMS Radio ID I 3:

Figure 7 Subscriber RadiosNetwork Settings

Channel Settings

The last important configuration for the subscriber radio stakes place in the channel settings. All
channel positions used in the radio system should be programmed as below:

A The subscriber radios MUST have ARS enabled. This is responsible for transmitting presence
notification to the MOTOTRBO Gateway Application.

BX IX

Cokr Code [ -+
RepeaterTra S0t [ =]

Phores System  [jjane -

RS |-E-r Sysiem Change -

Ion

Figure 8 ARS On System Change
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control radio.

Set the GPS Revert field to Selected to allow GPS updates transmitted on the current channel.

Admit Criteria | Color Code Free

In Call Criteria | Folow Admit Critera |

RS3| Threshold (dBm) I_;E:_ 3:

GPS Revert | salerted

Figure 9 GPS Revert-Selected

Check the Data Call Confirmed field (to be sure that the radio will register). We also recommend to
check the Compressed UDP Data Header field — using this feature will reduce the duration of all data
messages.

4\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTINGS FOR THESE TWO FIELDS.

Write the configuration to the radio.
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Programming of Dual-Capacity Simplex Systems

Dual-capacity simplex offers the possibility of using both timeslots on a simplex channel. This
operation mode is available only for the second generation of MOTOTRBO radios and uses a special
synchronizing mechanism performed by the radios (in the absence of a repeater). However this
doesn’t allow to separate the voice and GPS traffic by using each of them on different timeslots
because dual-capacity channels cannot be used as GPS revert channels — the only advantage is that a
double number of radios can be used on a single simplex frequency. In a dual-capacitysimplex system
the communication area is very limited, especially for the portable radios. As a result these systems
are suitable only for limited perimeters or for radio-to-dispatcher communications. SafeDispatch will
need in this case two control radios (each one used on one of the timeslots for voice,ARS andGPS
data) — so two dispatchers will be used. Because voice and GPS data are on the same channelsthe
capacity per timeslot is the same as for the simplex channels:

- 34 radios with Low Voice & Low GPS profiles
- 16 radios with High Voice & Low GPS profiles
- 12 radios with Low Voice & High GPS profiles
- 8radios with High Voice & High GPS profiles

Programming of the control radios
Read each radio code plug and make the needed changes in the following CPS windows:

General Settings

A control radio must have a Radio ID — this ID will be used by the subscriber radios to register to the
system and to send GPS data and will also be used to make private voice calls to the dispatcher —
for this last reason we recommend to use an easy to remember value.

' General Settings

| Top Microphone Battery Saver Alerts Fersistent LRRF Reguests Lone Worker

Radio Mame  |Control Station

Radio ID  [400

Private Calls ™

GPs [

TX Preamble Duration (ms)  [ggp 3:
Monitor Type Open Squelch v|
J

Figure 10 Control Radios Radio ID

The above figure shows a Radio ID of 100, however, this can be any number that you choose. As this
is a base radio (that will never send GPS data) the GPS field should be left unchecked.
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For the second control radio we recommend to use the same Radio ID (there will be no conflict as
they will use different timeslots) — this becomes mandatory if there are subscriber radios that have
to work on both timeslots.

We also recommend to change the Talkaround Group Call Hang Time and the Talkaround Private
Call Hang Time (used by the radios on simplex channels) to lower values (1-2 seconds) to minimize
the voice calls duration, allowing more time for registration and GPS traffic.

4\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME VALUES FOR THESE TWO FIELDS.

Network Settings

The network settings of the control radios should be configured as follows:

The control radios must have a Radio IP address — this is used for the USB connection between the
radio and the PC. The below figure shows an IP address of 192.168.10.60, however this may be
different, depending on your IT network settings. Although the two control radios are connected in
this case to different computers, we recommend to use different IP addresses — for the second
control radio use a value similar to the one used for the first control radio by changing the second
byte value (for example, if the first control radio IP address is set t0192.168.10.60,then use for the
second control radio the value 192.168.20.60).

Check the Forward to PC field — in this way all text messages these radios receive are passed to the
connected PC.

Metwork

Tow RadioMstsork  Senaces 1P S Connec

AP |18z . w60

Acpesanry IF 152 9681061

Mtk 25 265 2650

| RadioNewox |
o hetwerk [32 =]
CA Group Mebwerk lﬁ
bdaee TH B0 Sizw (bvieni ls':":_Ll
Tewmetry uoFFt s =)

Services

Figure 11 Control Radios Network Settings

Channel Settings
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Normally a control radio can have only one channel but if the dispatcher has to talk to different
groups that use the same RF channel the radio can use more channel positions — but all should use
the same settings (except the Contact Name field), as indicated below:

Check the Dual Capacity Direct Mode field and set the Timing Leader Preference field to Preferred(as
these radios are fixed ones, they have a good RF coverage and they also will be always “on” — both
make them the ideal radios for synchronizing the timeslots in the radio system).

The ARS field should be set to Disabled as these radios will never register.

Channel1

Ipg EX 1IX

e Arnouncemernt Fie |N5ﬂt

Crueal Capacty Drect Mode T
Timing Leader Preference | Predemred -I

SoanFoam LSt | jans -

Ao Scan [T

Eﬂh".'-ﬂt13_

Figure 12 Control Radios Channel Settings

Set the same frequency for both RX (receive) and TX (transmit). Set the Repeater/Time Slot to 1 for
the first control radio and 2 for the second one.

Check the Data Call Confirmed field (to be sure that the subscriber radios will register).
We also recommend to check the Compressed UDP Data Header field — using this feature will reduce
the duration of all data messages.

Ay ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTINGS FOR THESETWO FIELDS.
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Figure 13 Set the RX and TX frequency
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Program the radios not to transmit over a busy channel when starting a call or during a call.

T Interruptible Fraquencies [

Admé Crienia [cmr Code Free

InCalCrieri | Fabow At Crtaria, =
RE553 Thieshold (9Bm) lﬂ
Figure 14 Admit Criteria / In Call Criteria

Write the corresponding configuration to each radio.

Programming of the subscriber radios

Read the radio code plug and make the needed changes in the following CPS windows:

General Settings

A subscriber radio must have a Radio ID. Fig.15 shows a Radio ID of 101, however, this can be any
number that you choose.

A ALL SUBSCRIBER RADIOS MUST HAVE A UNIQUE RADIO ID.

The GPS field MUST be checked. The Subscriber radio must have GPS enabled in order to transmit
location data.
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General Settings

Top Microphone Battery Saver Alerts Eersistent LRRF Requests Lone Worker

Radio Name  [Subscriber Radio

Radio ID I

101
Private Calls [

GPs ¥
TX Preamble Duration (ms) |960 3:

Figure 15 Subscriber Radios General Settings

We also recommend to change the Talkaround Group Call Hang Time and the Talkaround Private
Call Hang Time (used by the radios on simplex channels) to lower values (1-2 seconds) to minimize
the voice calls duration, allowing more time for registration and GPS traffic.

A\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME VALUES FOR THESE TWO FIELDS.

Network Settings

The network settings of the subscriber radios should be configured as follows:

The Radio IP field can be left unmodified. The Forward to PC field should be set to Disabled as these
radios do not connect to a PC.

In the ARS Radio ID field MUST be entered the ID of the control radio.

Ay FAILING TO ENTER THE PROPER CONTROL RADIO ID WILL RESULT IN REPEATED UNSUCCESSFUL REGISTRATION ATTEMPTS.
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Top Radio Network  Services IF Site Connect

Radio IP 192 . 168 . 10 . 20
Accessory IP 192.165.10.21

MNetmask 2552552560

Radio Network

CAIl Network E
CAl Group Netaork IE
Max TX PDU Size (bytes) lm_;,
Telemetry UDF Port m

Forward to PC [~

|ARS Radio D Imn 3; |

ARSIP 13.0.0.100
ARS UDP Fort m
TMS Radio ID ﬁ
Figure 16 Subscriber RadiosNetwork Settings
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Channel Settings

The last important configuration for the subscriber radios takes place in the channel settings. All
channel positions used in the radio system should be programmed as below:

& The subscriber radios MUST have ARS enabled. This is responsible for transmitting presence
notification to the MOTOTRBO Gateway Application.

Ipp BX TIX
Color Code [ =4

nmnmsmm

e T

285 [on Sysem Crange ]

Figure 17 ARS On System Change

Check the Dual Capacity Direct Mode field and set the Timing Leader Preference field to Eligible (so

that these radios can be used for synchronizing the timeslots outside the coverage area of the control
radios).
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corresponding control radio.

Set the GPS Revert field to Selected to allow GPS updates transmitted on the current channel.

Admil Criens | Coior Code Free =

In Call Criteri IFoI-cwM'ﬂ Criteria j

RSS! Threshold (dBm) I | 3

GPS Revert | capesad -

Figure 18 GPS Revert — Selected

Check the Data Call Confirmed field (to be sure that the radio will register). We also recommend to
check the Compressed UDP Data Header field — using this feature will reduce the duration of all data
messages.

A ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTINGS FOR THESETWO FIELDS.

Write the configuration to the radio.
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Programming of Single-Site Repeater Systems

Using a repeater offers great advantages. First, it offers a much wider communication area as
compared to a simplex system. Second, it always transmits continuously (not on one timeslot) and
offers the synchronization information to the subscriber radios, enabling the full use of two
timeslots. This allows to separate the voice and GPS traffic by using each of them on different
timeslots, through the GPS revert feature of the radios. SafeDispatch will need in this case two
control radios (one used on one of the timeslots for voice and ARS and one used on the other
timeslot for GPS data). Because voice and GPS data are on different channels the capacity can be
limited by either of the two types of traffic — the recommended limits per timeslot are in this case:

- 51 radios with Low Voice profile

- 18 radios with High Voice profile

- 20 GPS updates per minute
As a result, a repeater system can use up to 18 High Voice & High GPS radios or up to 51 Low Voice &
Low GPS radios (in this case the GPS interval can be in fact lowered to 153 sec. (2.55 min.) per radio).
However, if High GPS profile is needed, you should either limit the number of radios to 20 or use
more repeaters (for Low Voice & High GPS you should use 2 repeaters with up to 51 radios — one
timeslot for voice and 3 timeslots for GPS — a costly and low efficiency solution).The real solution is to
use the “Enhanced GPS” feature (for Low Voice & High GPS this will allow to use only one repeater,
with 45% reserved windows on the Enhanced GPS timeslot).

Programming of the ARS control radio
Read the radio code plug and make the needed changes in the following CPS windows:

General Settings

A control radio must have a Radio ID — this ID will be used by the subscriber radios to register to the
system and to send GPS data and will also be used to make private voice calls to the dispatcher —
for this last reason we recommend to use an easy to remember value.

General Settings

Top Microphone Battery Saver Alerts Persistent LRRP Requests  Lone Worker

Radio Name  |Control Station
I Radic ID 1100 I

Private Calls v

GPs [C

T Preambie Duration (ms) | ggg 5:
Monitor TYPE | Open Squelch vI

Figure 19 ARS Control Radio ID
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The above figureshowsaRadiolDof100,however,thiscanbeanynumberthatyouchoose. As this is a base
radio (that will never send GPS data) the GPS field should be left unchecked.

Network Settings

The network settings of the ARS control radio should be configured as follows:

The control radio must have a Radio IP address — this is used for the USB connection between this
radio and the PC. The below figure shows an IP address of 192.168.10.60, however this may be
different, depending on your IT network settings.

Check the Forward to PC field — in this way all text messages this radio receives are passed to the
connected PC.

lce Sabolisteos Secooes S Coroeg

t“ | w2  wa e &
=

hibrask M4 M8 54 D

Ty bt m

S Grmap hatwort. [0 ]

M T B0 S et [z =)

Tomery UOP P [aacs =]

| Foremedi o BT E‘ |

Figure 20 ARS Control Radio Network Settings

Channel Settings

Normally the control radio can have only one channel but if the dispatcher has to talk to different
groups that use the same RF channel the radio can use more channel positions — but all should use
the same settings (except the Contact Name field), as indicated below:

The ARS field should be set to Disabled as this radio will never register.

Figure 21 ARS Control Radio Channel Settings

Set the frequencies for RX (receive) and TX (transmit). Set the Repeater/Time Slot to 1.

Check the Data Call Confirmed field (to be sure that the subscriber radios will register). We also
recommend to check the Compressed UDP Data Header field — using this feature will reduce the
duration of all data messages.

Ay ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTINGS FOR THESETWO FIELDS.
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Figure 22 Set the RX and TX frequencies

Program the radio not to transmit over a busy channel when starting a call or during a call.

T Interruptible Fraquancss [

#ame Criera | Coior Code Free

InCal Crteria | Foliowr Admit Crieria.
FESSE Thigahakd (dEm) lﬂ
Figure 23 Admit Criteria / In Call Criteria

Write the configuration to the radio.

Programming of the GPS control radio

Read the radio code plug and make the needed changes in the following CPS windows:

General Settings

Set the Radio ID field with the same value as the ARS control radio — this ID will be used by the
subscriber radios to send GPS data on the GPS revert channel.
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General setiings

Top Microphone Battery Saver Alers Eersistent LRRP Reguests  Lone Worker

Radio Name  |Control Station
I Radic ID 100 I

Private Calls [

GRS [

TX Preamble Duration (ms) ,ﬁ
Monitor Type Open Squelch vI
Figure 24 GPS Control RadioRadio ID

|

The above figure shows a Radio ID of 100, however, this can be any number that you choose. As this
is a base radio (that will never send GPS data) the GPS field should be left unchecked.

A\ THE ARS CONTROL RADIO AND GPS CONTROL RADIO MUST HAVE THE SAME ID OTHERWISE THE GPS DATA WILL BE
LOST.

Network Settings

The network settings of the GPS control radio should be configured as follows:

The GPS control radio must have a Radio IP address — this is used for the USB connection between
this radio and the PC. To avoid any potential IP address conflicts while keeping an easy to manage
value we recommend to use a value similar to the one used for the ARS control radio by changing the
second byte value — for example, if the ARS control radio IP address is set t0192.168.10.60,then use
for the GPS control radio the value 192.168.20.60.

Check the Forward to PC field — in this way all GPS messages this radio receives are passed to the
connected PC.

Ioo EBadoNsteork Senices B See Conred
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Figure 25 GPS Control Radio Network Settings
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Channel Settings

The GPS control radio must have only one channel, using the settings indicated below:

——
Fhone System I__;|
A5 [Dosmes 7]
Entarced GFS [T
Wirdow Soe l?
Figure 26 GPS Control Radio Channel Settings

The ARS field should be set to Disabled as this radio will never register. Set the frequencies for RX
(receive) and TX (transmit). Set the Repeater/Time Slot to 2.

We also recommend to check the Compressed UDP Data Header field — using this feature will reduce
the duration of all data messages.

A\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME VALUE FOR THIS FIELD.

Program the radio not to transmit over a busy channel when starting a call or during a call.
DO NOTcheck the Data Call Confirmed field (DCC is not used on Enhanced GPS revert channels).

/A NOTE: As the only task for the GPS control radio is to receive the GPS messages, this radio will
never transmit. You can even check the RX Only field to prevent any accidental transmission but
this is not mandatory (you can keep its TX capability for RF testing).

Write the configuration to the radio.

Programming of the subscriber radios

Read the radio code plug and make the needed changes in the following CPS windows:

General Settings

A subscriber radio must have a Radio ID.
Fig.27shows a Radio ID of 101, however, this can be any number that you choose.

A ALL SUBSCRIBER RADIOS MUST HAVE A UNIQUE RADIO ID.

The GPS field MUST be checked. The Subscriber radio must have GPS enabled in order to transmit
location data.
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General Settings

Lone Worker

Alerts Persistent LRRP Reguesis

Top Microphone Battery Saver

Radio Name  [Subscriber Radio

Radio 1D |1n1

Private Calls [

GPs ¥
TX Preamble Duration (ms) IQ,BD 3:

Figure 27 Subscriber Radios General Settings

Network Settings

The network settings of the subscriber radios should be configured as follows:

The Radio IP field can be left unmodified. The Forward to PC field should be set to Disabled as these
radios do not connect to a PC.

In the ARS Radio ID field MUST be entered the ID of the ARS control radio.

4\ FAILING TO ENTER THE PROPER CONTROL RADIO ID WILL RESULT IN REPEATED UNSUCCESSFUL REGISTRATION ATTEMPTS.

Top Radio Network  Services IE Site Connect

Radia P 192 . 168 . 10 . 20
Accessory IP 192.165.10.21

MNetmask 2552552560

Radio Network

CAI Network E
CAl Group Network IE
Max TX PDU Size (bytes) lm_;,
Telemetry UDP Port lm
| semwices |

|ms Radio IO |1DD 3; |

ARSIP 13.0.0.100

ARS UDP Port |4m5 3;
TMS Radio ID | 3;

Figure 28 Subscriber Radios Network Settings
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Channel Settings

Program at least two digital channels in the radio (one for voice and one for GPS revert). The voice
channel should be present in Zone 1 while the GPS revert channel must be added to the Channel
Pool(so that the user cannot select it).

For the voice channel:

- The subscriber radios MUST have ARS enabled on the voice channels. This is responsible
for transmitting presence notification to the MOTOTRBO Gateway Application.

Ip B IX

Coler Code |1 3:
Repeater/Time Siot |-| ..i
Proes Syahem |Hﬂ -

ARS. |:a- &ystem Charge -
Figure 29 ARS On System Change

- Set the same RX and TX frequencies, timeslot, TX admit criteria and in call criteria as for the
ARS control radio. Select for the GPS Revert field the GPS revert channel to allow GPS
updates transmitted on that channel.

At Crés® | Coler Code Fros

In Cal Crteria | Fodow Admit Criera

RSS! Thieshokd (&8m) |_12= 3

Privats

Enhanced Channel Acoess

Figure 30 GPS Revert

- Check the Data Call Confirmed field (to be sure that the radio will register). We also
recommend to check the Compressed UDP Data Header field — using this feature will
reduce the duration of all data messages.

A\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTINGS FOR THESETWO
FIELDS.

For the GPS revert channel:

- Set the ARS field to Disabled.
- Check the Enhanced GPS field and set the Window Size to 7.
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Figure 31 GPS Revert Channel Settings

- Program the GPS revert channel with the same frequencies as the voice channel (you can
use copy/paste) but use Timeslot 2.

- Set the same TX admit criteria and in call criteria as on the voice channel

- Check the Compressed UDP Data Header field — using this feature will reduce the duration
of the GPS data messages, allowing to use the Window Size of 7.

4\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTING FOR THIS FIELD.

Write the configuration to the radio.

Programming of the repeater

Read the repeater code plug and make the needed changes in the following CPS windows:

General Settings

In this case you can ignore the Radio ID (it is not used).We recommend to change the Group Call
Hang Time, the Private Call Hang Time and the Emergency Call Hang Time fields to lower values (1-
2 seconds) to minimize the voice calls duration, allowing more time for voice, registration and GPS
traffic.

General Settings

Too OMD  Microghone

R Name  [Mactoroea
Rasomd [
sTims) [go00 =]

Group Call Marg Time (ms) |3ﬂﬂﬂﬂ

Frivaie Call Marg Tima (ma) ME'

Emanpency Call Haeg Time (ma)  |ano0 E_

Call Mang Tima [s8c) H
Figure 32 Repeater General Settings
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Channel Settings
Program the repeater with only one digital channel, having the following settings:

- In the Enhanced GPS section check the Enable field for Slot 2 and set the Window Size to 7.
- Change (only if needed) the Periodic Window Reservation (%) field to the desired value (the

default value is 75%).
- Set the TX and RX frequencies (according to the frequency license).

Enhanced GPS

— >

Ot (Miz)
Freguency (WMHz) Em 1 Frequency (MHz) ﬁm
o= |

Figure 33 Repeater Channel Settings

Write the configuration to the repeater.
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Programming of IP Site Connect Systems

An IP Site Connect (IPSC) system offers a much wider communication area as compared to a single-
site repeater system. Generally, it offers the possibility to use any of the 2 repeater timeslots either in
local mode or in wide-area mode. It also allows to separate the voice and GPS traffic by using each of
them on different timeslots, using the GPS revert feature of the radios. Here we will consider only the
case when both timeslots are used in wide-area mode — for any local use you can read and program
(for each site) according to the single-site repeater case. SafeDispatch will need in this case 2 control
radios (one used on the timeslot for voice and ARS and one used on the timeslot for GPS data). As
voice and GPS data are on different channels the capacity can be limited by either of the two types of
traffic — the recommended limits per timeslot are the same as for the single-site repeater case:

- 51 radios with Low Voice profile

- 18 radios with High Voice profile

- 20 GPS updates per minute

As a result, an IPSC system can use up to 18 High Voice & High GPS radios or up to 51 Low Voice &
Low GPS radios (in this case the GPS interval can be in fact lowered to 153 sec. (2.55 min.) per radio).
However, if High GPS profile is needed, you should either limit the number of radios to 20 or use
more repeaters (for Low Voice & High GPS you should use 2 systems with up to 51 radios — one
timeslot for voice and 3 timeslots for GPS — a costly and low efficiency solution). The real solution is
to use the “Enhanced GPS” feature (for Low Voice & High GPS this will allow to use only one system,
with 45% reserved windows on the Enhanced GPS timeslot).

Programming of the ARS control radio
Read the radio code plug and make the needed changes in the following CPS windows:

General Settings

A control radio must have a Radio ID — this ID will be used by the subscriber radios to register to the
system and to send GPS data and will also be used to make private voice calls to the dispatcher —
for this last reason we recommend to use an easy to remember value.

| General Settings |

Top Microphone Battery Saver Alerts Eerzistent LRRPF Reguests Lone Worker

Radio Name  [Control Station
I Radic ID 100 I

Private Calls [

GPs [*

TX Preamble Duration (ms) lﬂ
Manitor Type Open Squeich vI
Figure 34 ARS Control Radio ID
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The above figureshowsaRadiolDof100,however,thiscanbeanynumberthatyouchoose. As this is a base
radio (that will never send GPS data) the GPS field should be left unchecked.

Network Settings

The network settings of the ARS control radio should be configured as follows:

The control radio must have a Radio IP address — this is used for the USB connection between this
radio and the PC. The below figure shows an IP address of 192.168.10.60, however this may be
different, depending on your IT network settings.

Check the Forward to PC field — in this way all text messages this radio receives are passed to the
connected PC.

Metwork
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Figure 35 ARS Control Radio Network Settings

Channel Settings

Normally the control radio can have only one channel but if the dispatcher has to talk to different
groups that use the same RF channel the radio can use more channel positions — but all should use
the same settings (except the Contact Name field), as indicated below:

The ARS field should be set to Disabled as this radio will never register.

Figure 36 ARS Control Radio Channel Settings

Set the frequencies for RX (receive) and TX (transmit) corresponding to the local repeater. Set the
Repeater/Time Slot to 1.
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Figure 37 Set the RX and TXfrequencies

Check the Data Call Confirmed field (to be sure that the subscriber radios will register). We also
recommend to check the Compressed UDP Data Header field — using this feature will reduce the
duration of all data messages.

A\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTINGS FOR THESE TWO FIELDS.

Program the radio not to transmit over a busy channel when starting a call or during a call.

T Interruptible Fraquancss [

#am Criera | Coior Code Free

InCal Crteria | Foliowr Admit Crieria.
FESSH Thigahaks (dEm) lﬂ
Figure 38 Admit Criteria / In Call Criteria

Write the configuration to the radio.
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Programming of the GPS control radio

Read the radio code plug and make the needed changes in the following CPS windows:

General Settings

Set the Radio ID field with the same value as the ARS control radio — this ID will be used by the
subscriber radios to send GPS data on the GPS revert channel.

General settings

Top Microphone Battery Saver Alers Eersistent LRRP Reguests  Lone Worker

Radio Name  |Control Station
I Radic ID 100 I

Private Calls [

GPs [~

TX Preamble Duration (ms) ,ﬁ
Maonitor Type Open Sguelch 'I -é.
Figure 39 GPS Control Radio ID

The above figure shows a Radio ID of 100, however, this can be any number that you choose. As this
is a base radio (that will never send GPS data) the GPS field should be left unchecked.

A\ THE ARS CONTROL RADIO AND GPS CONTROL RADIO MUST HAVE THE SAME ID OTHERWISE THE GPS DATA WILL BE
LOST.

Network Settings

The network settings of the GPS control radio should be configured as follows:

The GPS control radio must have a Radio IP address — this is used for the USB connection between
this radio and the PC. To avoid any potential IP address conflicts while keeping an easy to manage
value we recommend to use a value similar to the one used for the ARS control radio by changing the
second byte value — for example, if the ARS control radio IP address is set t0192.168.10.60,then use
for the GPS control radio the value 192.168.20.60.

Check the Forward to PC field — in this way all GPS messages this radio receives are passed to the
connected PC.
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Channel Settings

The GPS control radio must have only one channel, using the settings indicated below:

wmﬂ

RispaatenTems Siot

Phona System

MRS | Cematied

Erdarced GPS [T

Window Soe

Figure 41 GPS Control Radio Channel Settings

The ARS field should be set to Disabled as this radio will never register. Set the frequenciesfor RX
(receive) and TX (transmit) corresponding to the local repeater. Set the Repeater/Time Slot to 2.
Check the Compressed UDP Data Header field — using this feature will reduce the duration of the GPS
data messages.

A\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME VALUE FOR THIS FIELD ON THE
GPSREVERT CHANNEL.

Program the radio not to transmit over a busy channel when starting a call or during a call.
DO NOT check the Data Call Confirmed field (DCC is not used on Enhanced GPS revert channels).

4 NOTE: As the only task for the GPS control radio is to receive the GPS messages, this radio will
never transmit. You can even check the RX Only field to prevent any accidental transmission but
this is not mandatory (you can keep its TX capability for RF testing).

Write the configuration to the radio.
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Programming of the subscriber radios
Read the radio code plug and make the needed changes in the following CPS windows:

General Settings

A subscriber radio must have a Radio ID.
Fig.42shows a Radio ID of 101, however, this can be any number that you choose.

A, ALL SUBSCRIBER RADIOS MUST HAVE A UNIQUE RADIO ID.

The GPS field MUST be checked. The Subscriber radio must have GPS enabled in order to transmit
location data.

General Settings

Top Microphone Battery Saver Alers Ferzistent LRRP Reguests  Lone Worker

Radio Name  [Subscriber Radio

Private Calls [V

TX Preamble Duration (ms) |96£l 3:

Figure 42 Subscriber Radios General Settings

Network Settings
The network settings of the subscriber radios should be configured as follows:

The Radio IP field can be left unmodified. The Forward to PC field should be set to Disabled as these
radios do not connect to a PC.

In the ARS Radio ID field MUST be entered the ID of the ARS control radio.
A FAILING TO ENTER THE PROPER CONTROL RADIO ID WILL RESULT IN REPEATED UNSUCCESSFUL REGISTRATION ATTEMPTS.

Telemetry UDP Port Img 3:

Forwardto PC [

|AR5Ramn|D !mﬁ 3; |

ARSIP 13.0.0.100

ARS UDP Port ’40{;5 3:
TMS Radio 1D I 3:

Figure 43 Subscriber Radios Network Settings
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Channel Settings

Program at least two digital channels in the radio (one for voice and one for GPS revert) for each
repeater site. The voice channels should be present in Zone 1 while the GPS revert channels must be
added to the Channel Pool(so that the user cannot select them).

For the voice channels:

- The subscriber radios MUST have ARS enabled on the voice channels. This is responsible
for transmitting presence notification to the MOTOTRBO Gateway Application.

Figure 44 ARS and Roam List

- Check the IP Site Connect field and set the Scan/Roam List field to Roam List 1.
- Set the RX and TX frequencies corresponding to each repeater site, using Timeslot 1.

Figure 45 IP Site Connect Channel

- Set the same TX admit criteria and in call criteria as for the ARS control radio.
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- Select for each voice channel (in the GPS Revert field) the corresponding GPS revert
channel to allow GPS updates transmitted on that channel.

Ee—

o BX IX
TOT(sec} g 3:
TOT Rekey Deley ises) [0 =

v interrupton [

TX Interuptile Freguencees [

At Criteria |MMF-—9@ -
In Cal Crteria | Eogow Admit Crtena
A% Threshokd (dBmi [_1:,- ::1

GPS Revert [5ps 1 -

Figure 46 GPS Revert Selection

Check the Data Call Confirmed field (to be sure that the radio will register). We also recommend to
check the Compressed UDP Data Header field — using this feature will reduce the duration of all data
messages.

Ay ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTINGS FOR THESETWO FIELDS.

For the GPS revert channels:
- Set the ARS field to Disabled.
- Check the Enhanced GPS field and set the Window Size to 7.

Iw Bx IX

RepestecrTine Skt |7 ﬂ
T

Enhances GPS ¥

Windoa e H

Figure 47 GPS Revert Channel Settings - 1

- Do not check the IP Site Connect field

- Program each GPS revert channel with the same frequencies as the corresponding voice
channel (you can use copy/paste) but use Timeslot 2.

- Set the same TX admit criteria and in call criteria as on the voice channels
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- Check the Compressed UDP Data Header field — using this feature will reduce the duration
of the GPS data messages, allowing to use the Window Size of 7.
4\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTING FOR THIS FIELD.

Messaging Delary (ma)

| comeressed UDP Cats Header

=
Chervel bttt
-

R Oy

Ot (MMZ)
Frequency (MHz) ﬁm g Freguency (M#z] EME{N
o |

Figure 48 GPS Revert Channel Settings - 2

Roam Settings

The set of corresponding voice channels (one for each site) uses a Roam List (if there are more
channel sets (using for example another Contact Name in the TX section) each will use a separate
list). The list is defined by selecting (with the mouse) a channel in the Available table and clicking on
the Add>> button — the channel will move to the Members table.

Figure 49 Roam List

Write the configuration to the radio.
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Programming of the repeaters

Read the repeater code plug and make the needed changes in the following CPS windows:

General Settings

A IN THIS CASE THE RADIO ID IS USED IN THE REPEATER IP NETWORK TO IDENTIFY EACH REPEATER, SO EACH
REPEATER MUST HAVE A DIFFERENT ID.

General Settings

Ing S0  Micoghons

Radio Name  [core
rasold [ I
S Toom 2]

Gevup Col Haeg Tme (ma) [ 3000 =

Private Call Mseg Time (ma)  [ap0g 3;

Emargancy Call Hang Tima (ma) m
Cal Mo Time (582} m
Figure 50 IPSC Repeaters General Settings

We recommend to change the Group Call Hang Time, the Private Call Hang Time and the
Emergency Call Hang Time fields to lower values (1-2 seconds) to minimize the voice calls duration,
allowing more time for voice, registration and GPS traffic.

Network Settings

In an IPSC system all repeaters are connected together via Ethernet connections. As each repeater is
in a different site, the most common case is the general Internet connection type via an Internet
Service Provider (ISP) — other cases like a customer WAN are also possible but less probable. To allow
maximum flexibility (towards the ISP) the system doesn’t use multicast data packets — each repeater
will send in turn the data packets (that can correspond to voice or data radio transmissions) to each
of the other repeaters present in the system. While this leads to a limit in the maximum number of
repeaters (currently 15) it avoids the problem of the multicast data packets that most ISP are
blocking. But it also means that each repeater must know the IP address of all the other repeaters in
the system. To provide flexibility in the system topology (capability to add new repeaters or to adapt
to the change of the IP address of the repeaters) without the need to reprogram the repeaters for
every change Motorola has implemented the following mechanism: one repeater will be
programmed to be a “Master” while the others will be programmed to be “Peers”. The “Master” is
the only repeater that must have a fixed IP address (provided by the ISP) while the “Peers” can have a
variable IP address (using DHCP). The “Peers” are programmed with the “Master”’s IP address and
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(when switched on) they will register to the “Master” with their IP address — the “Master” keeps a

table of existing repeaters and for each change (new registration) will update the table and resend it
to all the other repeaters (“Peers”).

/A Note that the DHCP mechanism will create anyhow short communication interruptions when a
“Peer”’s IP address is changed, so we recommend to avoid (if possible) the use of DHCP and to set
all repeaters to fixed IP addresses — or to discuss with the ISP the possibility to perform the IP
address changes during a low traffic moment of time (like during night).

To secure the repeater IP communication an authentication key is used (it is an up to 40 digits hex
number value) — for more security you can use VPN connections between repeaters (with additional
hardware).

For the “Master” repeater use the following network settings in the Link Establishment section:
- Select for the Link Type field the value Master.
- Enter an Authentication Key value (the same value must be used for all repeaters — keep it
also saved in a separate secure place as you cannot see it in a read or opened code plug)
- Enter the Ethernet IP value (the fixed address provided by the ISP)
- Enter the Gateway IP and the Gateway Netmask values (also provided by the ISP)

For the “Peer” repeaters use the following network settings in the Link Establishment section:
- Select for the Link Type field the value Peer.
- Enter the Authentication Key value (the same value as used for the “Master”)
- Enter the Master IP value (the fixed address provided for the “Master” by the ISP)
- Check the DHCP box (if DHCP is used for the “Peers”) or (if DHCP is not used) Enter the
Ethernet IP value (the fixed address provided by the ISP for this repeater)
- Enter (if DHCP is not used) the Gateway IP and the Gateway Netmask values (also provided

by the ISP)
| Network | | Network |
Ragio Natwork ink Establishmani P Site Connesy 1P Repeater Programming Rario Neatwork inik Establishman |P Site Connegy  IP Rapealer Programming
Link Establishment Link Establishment
Linik Type | Master vI Link Typs IM -i
e [ p—
Master 1P | ) o Iy o mum' 150 11 m . #
e v
Master UDP Pert 50000 == Masier UDP Port  |gonog =2
o caa )
Bhemcti® | 190 . 11 . 1 . M Ememati® [ g
Getenay ™ [Taz0 . 111 . 111 . 1 e
Gatwway Motmaske | 285 . 265 . 285 . 0 Gabpwary Nawmaske [ 288 265 28 200
S—
UDEPort | spo00 3: DR Port |smnn 3:

Figure 51 IPSC Repeaters Network Settings
Master Peer
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Channel Settings

Program the repeaters with only one digital channel, having the following settings:
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Figure 52 IPSC Repeaters Channel Settings

Master Peer

- For the IP Site Connect field select the value Slot 1 & Slot 2 (this sets both timeslots to be
used in wide-area mode).

- Inthe Enhanced GPS section check the Enable field for Slot 2 and set the Window Size to 7.

- For the “Master” repeater change (only if needed) the Periodic Window Reservation (%)
field to the desired value (the default value is 75%).

- For the “Peer” repeaters change the Periodic Window Reservation (%) field to None.

- Set the TX and RX frequencies (according to the frequency license for each repeater).

Write the configuration to the repeater.
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Programming of Capacity Plus Systems

A Capacity Plus system is a single-site trunking system that offers a much greater communication
capacity as compared to a single repeater system. Generally, it consists in a number of voice/data
repeaters (maximum 6) that work in trunking mode and a number of data revert repeaters
(maximum 12) that work in conventional mode — both timeslots of either type of repeater are of the
same type. Although the GPS data can also be sent on the trunking channels we do not recommend
this (unless only a limited number of Low GPS profile radios are used) —the normal way of sending the
GPS data is on a data revert repeater timeslot, using the GPS revert feature of the radios.

In Capacity Plus (unless there are no data revert repeaters) the radios register on the data revert
channels (and not on the trunking channels) — even if they are Enhanced GPS ones. SafeDispatch will
need in this case more control radios — one used in trunking mode(only for data information sent to
the subscriber radios and also for dispatcher’s voice communication) and at least two (or multiple of
two) used in conventional mode (one on eachGPS data revert time slot).

If the GPS data is sent on the trunking channels (no data revert repeaters) the trunking control radio
must also be used for registrations. This creates an additional problem: while it is used by the
dispatcher for voice calls no radios can register — the only solution is to use two separate radios (one
used for ARS, GPS data and data sent to the subscriber radios and one used for dispatcher’s voice
communication). In this case the following limits in the number of radios per system apply:

Number of trunking Maximum no. of High | Maximum no/ of Low
repeaters / (channels) | Voice/Low GPS radios | Voice/Low GPS radios
1/(2) 10 30
2/(4) 30 50
3/(6) 100 230
4/(8) 210 470
5/(10) 330 740
6/(12) 460 1020

Note that to handle the GPS traffic a separate trunking control radio will be needed for every 200-250
Low GPS radios.
If the GPS data is sent on the data revert channels the following limits in the number of radios per
system apply:

- For the trunking channels:

Number of trunking Maximum number of Maximum number of
repeaters / (channels) High Voice radios Low Voice radios

1/(2) 25 75

2/(4) 120 360
3/(6) 245 735
4/(8) 390 1170
5/(10) 545 1635
6/(12) 710 2130
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You can compare the above two tables and notice the impact of even Low GPS data sending on

trunking channels.
For the GPS data revert channels (because they work in conventional mode) the same number
of 20 updates per minute per timeslot is supported as in the conventional repeater systems:

Number of data revert Maximum number of Maximum number of
repeaters / (channels) High GPS radios Low GPS radios

1/(2) 40 400

2/(4) 80 800

3/(6) 120 1200

4/(8) 160 1600

5/(10) 200 2000

6/(12) 240 2400

12 /(24) 480 4800

It’s easy to see that if using High GPS radios more data revert repeaters are needed than voice
repeaters, even if the radios are also High Voice profile ones — a costly and low efficiency solution.
The real solution is to use the “Enhanced GPS” feature — this will allow to use the following number of

High GPS radios per system (for Low GPS radios multiply the below values by 10):

Number of “Enhanced Maximum number of Maximum number of Maximum number of
GPS” data revert High GPS radios — 75% | High GPS radios —60% | High GPS radios — 45%
repeaters / (channels) reserved windows reserved windows reserved windows
1/(2) 214 172 128
2/(4) 428 344 256
3/(6) 642 516 384
4/(8) 856 688 512
5/(10) 1070 860 640
6/(12) 1284 1032 768
12 /(24) 2568 2064 1536

Programming of the trunking control radio
Read the radio code plug and make the needed changes in the following CPS windows:

General Settings
A control radio must have a Radio ID — this ID will be used by the subscriber radios to register to the

system and to send GPS data:
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General Settings

Top Microphone Battery Saver Alerts Eersistent LRRF Requests  Lone Worker

Radio Name  |Control Station

Radic ID 100

Private Calls v

GPs [
TX Preamble Duration (ms)  [ggp 3:
Monitor Type Open Squeich vl

Figure 53 Trunking Control Radio/D

The above figureshowsaRadiolDof100,however,thiscanbeanynumberthatyouchoose.
As this is a base radio (that will never send GPS data) the GPS field should be left unchecked.

Network Settings

Thenetworksettingsofthetrunkingcontrolradioshouldbeconfiguredasfollows:

The control radio must have a Radio IP address — this is used for the USB connection between this
radio and the PC. The below figure shows an IP address of 192.168.10.60, however this may be
different, depending on your IT network settings.

Check the Forward to PC field — in this way all text messages this radio receives are passed to the
connected PC.

Metwork
Lic RadioMoteok Servoss IS Goored

Ancni® [T1az el w60

Acoesanry [P 192 9639081

Metmask 265 265 3650

T
CAl Group Netwark [0 =]
bacx T ODU Srm rriee) [s0 =]
Temetry uoFFt s =)

Services

Figure 54 Trunking Control Radio Network Settings
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Personality / Channel Settings

The trunking control radio will have only one Capacity Plus personality, using the settings indicated
below:

- The ARS field should be set to Disabled as this radio will never register.

Figure 55 Trunking Control Radio ARS Setting

- Select for the Voice List field the List 1 value (it contains the RF trunking channels from the
Channel Pool — see below).

Top  RX TX
Compresssd UDP Data Heaser |
Vipize List !'—'“"—LE
Diata List i"“—;[
Rt Crannel Acquiskicn TOT (we) |8 =
Bescen interval ima) [1500 =

Channel Inhibe [~

RxOny [T

el canscirens [ios ]
Figure 56 Trunking Control Radio Personality Settings

- Check the Data Call Confirmed field (to be sure that no data messages are lost). We also
recommend to check the Compressed UDP Data Header field — using this feature will
reduce the duration of all data messages.

Ay ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTINGS FOR THESE TWO
FIELDS.

- Program the radio not to transmit over a busy channel when starting a call or during a call.
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Figure 57 Admit Criteria / In Call Criteria

Add in the Channel Pool the number of Capacity Plus Voice Channels that corresponds to the number
of voice (trunking) repeaters in the system. For each voice channel set the frequencies for RX
(receive) and TX (transmit) corresponding to each repeater.

Voice List Settings

The set of corresponding voice channels determines a Voice List — this list is used by the radio for all
trunking communication. The list is defined by selecting (with the mouse) a channel in the “Available”
table and clicking on the “Add>>" button — the channel will move to the “Members” table.

Go to Voice List 1 and add all the corresponding voice channels from the Channel Pool — take care to
use the same order in the list as the numbering order used in the repeater programming (see below).

4\ A WRONG ORDER IN THE LIST WILL DETERMINE THE RADIO NOT TO WORK WITH SOME OR ALL OF THE REPEATERS.

Figure 58 Capacity Plus Voice List

Write the configuration to the radio.
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Read the radio code plug and make the needed changes in the following CPS windows:

General Settings

Set the Radio ID field with the same value as the trunking control radio — this ID will be used by the
subscriber radios to send GPS data on the GPS revert channels.

General Settings

Top Microphone Eattery Saver Alerds Persistent L RRP Reguests  Lone Worker

Radio Mame  |Control Station
I Radic 1D 400 I

Private Calls ¥

GPS [

TX Preamble Duration (ms) [ggp =]
Manitor Type Open Squeich vl
Figure 59 GPS Control RadiosRadio ID

The above figure shows a Radio ID of 100, however, this can be any number that you choose. As this
is a base radio (that will never send GPS data) the GPS field should be left unchecked.

A THE TRUNKING CONTROL RADIO AND THE GPS CONTROL RADIOS MUST HAVE THE SAME ID OTHERWISE THE GPS
DATA WILL BE LOST.

Network Settings

The network settings of the GPS control radios should be configured as follows:

The GPS control radio must have a Radio IP address — this is used for the USB connection between
this radio and the PC. To avoid any potential IP address conflicts while keeping an easy to manage
value we recommend to use a value similar to the one used for the ARS control radio by changing the
third byte value — for example, if the ARS control radio IPaddressis192.168.10.60,then use for the
first GPS control radio the value 192.168.20.60, for the second one 192.168.30.60 and so on.

Check the Forward to PC field — in this way all GPS messages this radio receives are passed to the
connected PC.
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Figure 60GPSControl Radios Network Settings

Channel Settings

The GPS control radio must have only one digital conventional channel, using the settings indicated
below:

- The ARS field should be set to Disabled as this radio will never register. Set the frequencies
for RX (receive) and TX (transmit) corresponding to the proper data revert repeater. Set the
Repeater/Time Slot to 1 for the first control radio using that repeater and to 2 for the
second one.

- Check the Compressed UDP Data Header field — using this feature will reduce the duration
of the GPS data messages.

A\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME VALUE FOR THIS FIELD ON
THE GPSREVERT CHANNEL.

Color Code !1 E:
Repeater/Time Slot ]2 ;

Phone System | pjage

ARS ]Disabled vi

Enhanced GPS [T

Window Size r"g
Figure 61GPS Control Radios Channel Settings

- Program the radio not to transmit over a busy channel when starting a call or during a call.
- DO NOTcheck the Data Call Confirmed field (DCC is not used on Enhanced GPS channels).

Write the configuration to the radio.
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Programming of the subscriber radios
Read the radio code plug and make the needed changes in the following CPS windows:

General Settings

A subscriber radio must have a Radio ID.
Fig.62 shows a Radio ID of 101, however, this can be any number that you choose.

A ALL SUBSCRIBER RADIOS MUST HAVE A UNIQUE RADIO ID.

The GPS field MUST be checked. The Subscriber radio must have GPS enabled in order to transmit
location data.

General Settings

Top Microphone Battery Saver Alers Persistent LRRP Requests  Lone Worker

Radio Name  [Subscriber Radio

Radio 1D |1n1

Private Calls [V

GPs ¥
TX Preamble Duration (ms) |QBD 3:

Figure 59 Subscriber RadiosGeneral Settings

Network Settings

Thenetworksettingsofthesubscriberradiosshouldbeconfiguredasfollows:

The Radio IP field can be left unmodified. The Forward to PC field should be set to Disabled as these
radios do not connect to a PC.

In the ARS Radio ID field MUST be entered the ID of the ARS control radio.
A FAILING TO ENTER THE PROPER CONTROL RADIO I|D WILL RESULT IN REPEATED UNSUCCESSFUL REGISTRATION ATTEMPTS.

If more ARS control radios are used (for systems with many registrations), as each must have a
different Radio ID, the subscriber radios must also be equally “allocated” to each of them, using the
corresponding ID (for example, for two ARS control radios half of the subscriber radios will use the
ID of the first ARS control radio and half will use the ID of the second one).
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Top Radio Metwork  Services IF Site Connect

RadiDIP|192.163.1D.20

Accessory IP 192.168.10.21

Metmask 255.255 2650

Radio Network
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| sewices
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Figure 60 Subscriber Radios Network Settings

Personality / Channel Settings

Program in the radio at least one Capacity Plus personality using the following settings:

- The subscriber radios MUST have ARS enabled. This is responsible for transmitting
presence notification to the MOTOTRBO Gateway Application.

I BX IX

oo Anrouncement Fle |yone -

Im O Gymieam CREAGE =

Figure 61 Subscriber Radios ARS Setting

- Check the Data Call Confirmed field (to be sure that the radio will register). We also
recommend to check the Compressed UDP Data Header field — using this feature will
reduce the duration of all data messages.

A\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTINGS FOR THESE TWO
FIELDS.
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Figure 62 Subscriber Radios Personality Settings

- Select for the Voice List field the List 1 value (it contains the RF trunking channels from the
Channel Pool — see below) and for the Data List field the List 1 value (it contains the GPS
revert channel from the Channel Pool — see also below).

- Set the same TX admit criteria and in call criteria as for the ARS control radio.

T Inteeruptibls Fraquances [

Admit Criena [Cnbr Code Fres
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Figure 63 Admit Criteria / In Call Criteria

Add in the Channel Pool the number of Capacity Plus Voice Channels that corresponds to the number
of voice (trunking) repeaters in the system. For each voice channel set the frequencies for RX
(receive) and TX (transmit) corresponding to each repeater.

The GPS revert channel must be also added (as a conventional digital channel) to the Channel Pool(so
that the user cannot select it).

For the GPS revert channel use the following settings:

- Set the ARS field to Disabled.
- Check the Enhanced GPS field and set the Window Size to 7.
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Figure 64 GPS Revert Channel Settings - 1

- Program the GPS revert channel with the frequencies and the timeslot corresponding to
the used repeater channel (the subscriber radios should be equally “allocated” to the
existing data revert channels)

- Set the same TX admit criteria and in call criteria as on the trunking personality

- Check the Compressed UDP Data Header field — using this feature will reduce the duration
of the GPS data messages, allowing to use the Window Size of 7.

A\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME VALUE FOR THIS FIELD.

Inp BX IX

1P St Connect [

Messaging Deley (ma) gy 5

I Compressed UDP Dats Header [ I

[= T

ROy [

Oeftnat (W)
Fraquency (MHz) 508025000 : Frequency (MMz) 403025000
oo |

Figure 65 GPS Revert Channel Settings — 2

Voice and Data Lists Settings

The set of corresponding voice channels determines a Voice List — this list is used by the radio for all
trunking communication. The list is defined by selecting (with the mouse) a channel in the “Available”
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Go to Voice List 1 and add all the corresponding voice channels from the Channel Pool — take care to
use the same order in the list as the numbering order used in the repeater programming (see below).

4 A WRONG ORDER IN THE LIST WILL DETERMINE THE RADIO NOT TO WORK WITH SOME OR ALL OF THE REPEATERS.

Figure 66 Voice List

Go to the Data List 1and add (using the same procedure as above) the GPS revert channel from the
Channel Pool.

Write the configuration to the radio.

Programming of the repeaters
Read the repeater code plug and make the needed changes in the following CPS windows:

General Settings

A IN THIS cASE THE RADIO ID IS USED IN THE REPEATER IP NETWORK TO IDENTIFY EACH REPEATER, SO EACH
REPEATER MUST HAVE A DIFFERENT ID.

General Settings

Group Call Hang Time: (ms) | 3000 =H
Frieste Cal Harg Time ima) [en00 =
Emergency Call Hang Time ims) [an00 =]
Cal g Time (32c) Eﬂ_ﬂ
Figure 67 Capacity Plus Repeaters General Settings

For the voice repeaters we recommend to change the Group Call Hang Time, the Private Call Hang
Time and the Emergency Call Hang Time to lower values (1-2 seconds) to minimize the voice calls
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Network Settings

In a Capacity Plus system all repeaters are connected together via an Ethernet switch. As for the IPSC
systems one repeater will be programmed to be a “Master” while the others will be programmed to
be “Peers”. Although the “Master” is the only repeater that must have a fixed IP address while the
“Peers” can have a variable IP address (using DHCP), in this case (because all repeaters are in the
same LAN) the “Peers” should also be programmed with fixed IP addresses. The “Peers” are
programmed with the “Master's IP address and (when switched on) they will register to the “Master”
with their IP address — the “Master” keeps a table of existing repeaters and for each change (new
registration) will update the table and resend it to all the other repeaters (“Peers”).

4 Note that the DHCP mechanism will create anyhow short communication interruptions when a
“Peer's IP address is changed, so we recommend to set all repeaters to fixed IP addresses. Even
more, the LAN of the repeaters should not include any other device — if an external RDAC is used, a
router should isolate the LAN from the external environment.

To secure the repeater IP communication an authentication key is used — it is an up to 40 digits hex

number value that is programmed in all repeaters.
e
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Figure 68 Capacity Plus Repeaters Network Settings

Master Peer

For the “Master” repeater use the following network settings in the Link Establishment section:
- Select for the Link Type field the value Master.
- Enter an Authentication Key value (the same value must be used for all repeaters — keep it
also saved in a separate secure place as you cannot see it in a read or opened code plug)
- Enter the Ethernet IP value (the fixed address used in the repeater LAN)
- Enter the Gateway IP and the Gateway Netmask values (if a router is used)

For the “Peer” repeaters use the following network settings in the Link Establishment section:
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- Enter the Authentication Key value (the same value as used for the “Master”)

- Enter the Master IP value (the fixed address provided for the “Master”)

- Do not check the DHCP field and enter the Ethernet IP value (the fixed address provided for
this repeater in the LAN)

- Enter the Gateway IP and the Gateway Netmask values (if a router is used)

For all the repeaters use the following network settings in the Capacity Plus section:
- Enter the Rest Channel/Site IP value — an address inside the site’s LAN range

Channel Settings

Program the voice (trunking) repeaters with only one Capacity Plus Voice Channel, having the
following settings:
- For the Slot 1 Channel ID field select the value corresponding for each repeater — so that it
matches the trunking channels order in the radios’ Voice List.
4\ A WRONG SELECTION WILL DETERMINE THE RADIOS NOT TO WORK WITH SOME OR ALL OF THE REPEATERS.

- Set the TX and RX frequencies (according to the frequency license for each repeater).

Channeli

Figure 69 Capacity Plus Repeaters Channel Settings

Voice Repeater Data Revert Repeater
Program the data revert repeaters with only one Capacity Plus Data Channel, having the following
settings:
- In the Enhanced GPS section check the Enable fields for both slots and set the Window Size
to 7.
- Change (only if needed) the Periodic Window Reservation (%)field to the desired value (the
default value is 75%).
- Set the TX and RX frequencies (according to the frequency license for each repeater).

Write the configuration to the repeater.
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Programming of Linked Capacity Plus Systems

A Linked Capacity Plus system is a multi-site trunking system that combines the greater
communication capacity of trunking with the greater coverage of multi-site. Generally, it consists in a
number of voice/data repeaters (maximum 6 per site) that work in trunking mode and a number of
data revert repeaters (maximum 3 per site) that work in conventional mode — both timeslots of
either type of repeater are of the same type. Although the GPS data can also be sent on the trunking
channels we do not recommend this (unless only a limited number of Low GPS profile radios are
used) — the normal way of sending the GPS data is on a data revert repeater timeslot, using the GPS
revert feature of the radios.

In Linked Capacity Plus (unless there are no data revert repeaters) the radios register on the data
revert channels (and not on the trunking channels) — even if they are Enhanced GPS ones.
SafeDispatch will need in this case more control radios — one used in trunking mode (only for data
information sent to the subscriber radios and also for dispatcher’s voice communication) and at least
two (or multiple of two) used in conventional mode (one on each GPS data revert time slot).

If the GPS data is sent on the trunking channels (no data revert repeaters) the trunking control radio
must also be used for registrations. This creates an additional problem: while it is used by the
dispatcher for voice calls no radios can register — the only solution is to use two separate radios (one
used for ARS, GPS data and data sent to the subscriber radios and one used for dispatcher’s voice
communication).

Estimating the LCP capacity is difficult because it is a multi-site system and its flexibility in allocating
the groups to different sites will give specific values for each case. But (when not using data revert
repeaters) the dispatcher site is a critical one because all GPS traffic (from all sites) will load this site.
So, while other sites can handle additional traffic, there are the following limits in the number of
radios that use this site (for voice and/or GPS):

Number of trunking Maximum no. of High | Maximum no/ of Low
repeaters / (channels) | Voice/Low GPS radios | Voice/Low GPS radios
1/(2) 10 30
2/(4) 30 50
3/(6) 100 230
4/(8) 210 470
5/(10) 330 740
6/(12) 460 1020

Note that to handle the ARS and GPS traffic a separate trunking control radio will be needed for every
200-250 Low GPS radios.

If the GPS data is sent on data revert channels the following limits in the number of radios per system
apply for the GPS data revert channels (because they work in conventional mode the same number of 20
updates per minute per timeslot is supported as in the conventional repeater systems):
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Number of data revert
repeaters / (channels)

Maximum number of
High GPS radios

Maximum number of
Low GPS radios

1/(2) 40 400
2/(4) 80 800
3/(6) 120 1200

It’s easy to see that the data revert repeaters can handle only a very limited number of High GPS
radios. The solution to use more High GPS radios is to use the “Enhanced GPS” feature. The below
table summarizes the capacity of “Enhanced GPS” data revert channels for High GPS profile radios
(for Low GPS radios multiply the below values by 10):

Number of Enhanced
GPS data revert
repeaters / (channels)

Maximum number of
High GPS radios for
75% reservation

Maximum number of
High GPS radios for
60% reservation

Maximum number of
High GPS radios for
45% reservation

1/(2) 214 172 128
2/(4) 428 344 256
3/(6) 642 516 384

Programming of the trunking control radio

Read the radio code plug and make the needed changes in the following CPS windows:

General Settings

A control radio must have a Radio ID — this ID will be used by the subscriber radios to register to the
system and to send GPS data:

| General Settings |

Top Microphone Battery Saver Alerts Eersistent LRRF Requests

Lone Worker

Radio Name  |Control Station

Radic ID

Private Calls

GPS

TX Preambile Duration (ms)

Monitor Type Open Squelch vl

Figure 70 Trunking Control Radio ID

IS =

The above figure shows a Radio ID of 100, however, this can be any number that you choose. As this
is a base radio (that will never send GPS data) the GPS field should be left unchecked.
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Network Settings

The network settings of the trunking control radio should be configured as follows:
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Figure 71 Trunking Control Radio Network Settings

The control radio must have a Radio IP address — this is used for the USB connection between this
radio and the PC. The below figure shows an IP address of 192.168.10.60, however this may be
different, depending on your IT network settings.

Check the Forward to PC field — in this way all text messages this radio receives are passed to the
connected PC.

Personality / Channel Settings

The trunking control radio will have only one LCP personality using the settings indicated below:
- The ARS field should be set to Disabled as this radio will never register.

Figure 72 Trunking Control Radio ARS Setting

- Select for the Site List field the List 1 value (it contains the RF trunking channels from the
Channel Pool — see below).

- Check the Data Call Confirmed field (to be sure that no data messages are lost). We also
recommend to check the Compressed UDP Data Header field — using this feature will
reduce the duration of all data messages.

Ay ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTINGS FOR THESE TWO
FIELDS.
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Figure 73 Trunking Control Radio Personality Settings

- Program the radio not to transmit over a busy channel when starting a call or during a call.

TX interruptibls Fraquancass [
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Figure 74 Admit Criteria / In Call Criteria

Add in the Channel Pool the number of Capacity Plus Voice Channels that corresponds to the number
of voice (trunking) repeaters in the used site. For each voice channel set the frequencies for RX
(receive) and TX (transmit) corresponding to each repeater.

Voice List Settings

The set of corresponding voice channels determines a Voice List — this list is used by the radio for all
trunking communication. The list is defined by selecting (with the mouse) a channel in the “Available”
table and clicking on the “Add>>" button — the channel will move to the “Members” table.
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Figure 75 (Linked) Capacity Plus Voice List

Go to Voice List 1 and add all the corresponding voice channels from the Channel Pool — take care to
use the same order in the list as the numbering order used in the repeater programming (see below).

4\ A WRONG ORDER IN THE LIST WILL DETERMINE THE RADIO NOT TO WORK WITH SOME OR ALL OF THE REPEATERS.

Site List Settings

In LCP the set of corresponding sites determines a Site List — this list is used by a radio for all multi-
site trunking communication. The list is defined by adding the corresponding number of sites and
selecting each site’s voice list and data list. In our case (the trunking control radio is a fixed one) the
list will contain only one site.

Figure 76 LinkedCapacity Plus Site List

Select Voice List 1 and no data list (this radio is used only on trunking channels).

Write the configuration to the radio.

Programming of the GPS control radios
Read the radio code plug and make the needed changes in the following CPS windows:

General Settings

Set the RadiolD field with the same value as the trunking control radio — this ID will be used by the
subscriber radios to send GPS data on the GPS revert channels.
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General settings

e
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Figure 77 GPS Control Radios Radio ID

=

The above figure shows a Radio ID of 100, however, this can be any number that you choose. As this

is a base radio (that will never send GPS data) the GPS field should be left unchecked.

A THE TRUNKING CONTROL RADIO AND THE GPS CONTROL RADIOS MUST HAVE THE SAME ID OTHERWISE THE GPS
DATA WILL BE LOST.

Network Settings

The network settings of the GPS control radios should be configured as follows:

The GPS control radio must have a Radio IP address — this is used for the USB connection between
this radio and the PC. To avoid any potential IP address conflicts while keeping an easy to manage
value we recommend to use a value similar to the one used for the ARS control radio by changing the
second byte value — for example, if the ARS control radio IPaddressis192.168.10.60,then use for the
first GPS control radio the value 192.168.20.60, for the second one 192.168.30.60 and so on.

Check the Forward to PC field — in this way all GPS messages this radio receives are passed to the
connected PC.
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Figure 78 GPS Control Radios Network Settings

Channel Settings
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The GPS control radio must have only one digital conventional channel, using the settings indicated
below:

- The ARS field should be set to Disabled as this radio will never register. Set the frequencies
for RX and TX corresponding to the proper data revert repeater. Set the Repeater/Time Slot
to 1 for the first control radio using that repeater and to 2 for the second one.
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Figure 79 GPS Control Radios Channel Settings

- Check the Compressed UDP Data Header field — using this feature will reduce the duration
of the GPS data messages.

A\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME VALUE FOR THIS FIELD ON
THE GPSREVERT CHANNEL.

- Program the radio not to transmit over a busy channel when starting a call or during a call.
- DO NOT check the Data Call Confirmed field (DCC is not used on Enhanced GPS channels).

Write the configuration to the radio.

Programming of the subscriber radios
Read the radio code plug and make the needed changes in the following CPS windows:

General Settings

A subscriber radio must have a Radio ID.
Fig.83showsaRadiolDof101,however,thiscanbeanynumberthatyouchoose.

A ALL SUBSCRIBER RADIOS MUST HAVE A UNIQUE RADIO ID.

The GPS field MUST be checked. The Subscriber radio must have GPS enabled in order to transmit
location data.
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General Settings

Microphone Battery Saver Alerts Persistent LRRP Requests  Lone Worker

Radio Name  |Subscriber Radio

Radio 1D |1n1

Private Calls [

TX Preamble Durstion (ms) |QBD 3:

Figure 80 Subscriber Radios General Settings

Network Settings

The network settings of the subscriber radios should be configured as follows:

The Radio IP field can be left unmodified. The Forward to PC field should be set to Disabled as these
radios do not connect to a PC.

In the ARS Radio ID field MUST be entered the ID of the ARS control radio.
A FAILING TO ENTER THE PROPER CONTROL RADIO |D WILL RESULT IN REPEATED UNSUCCESSFUL REGISTRATION ATTEMPTS.

If more ARS control radios are used (for systems with many registrations), as each must have a
different Radio ID, the subscriber radios must also be equally “allocated” to each of them, using the
corresponding ID (for example, for two ARS control radios half of the subscriber radios will use the
ID of the first ARS control radio and half will use the ID of the second one).

Telemetry UDP Port Im 3:

Forwardto PC [

|AR5Ramn|D !mﬁ 3; |

ARSIP 13.0.0.100
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Figure 81 Subscriber Radios Network Settings

Personality / Channel Settings

Program in the radio at least one Linked Capacity Plus personality using the following settings:

- The subscriber radios MUST have ARS enabled. This is responsible for transmitting
presence notification to the MOTOTRBO Gateway Application.
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Figure 82 Subscriber Radios ARS Setting

- Select for the Site List field the List 1 value (it contains the LCP sites — see below).

- Check the Auto Roam field (to be sure that the radio will roam between sites).

- Check the Data Call Confirmed field (to be sure that the radio will register). We also
recommend to check the Compressed UDP Data Header field — using this feature will
reduce the duration of all data messages.

A ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME SETTINGS FOR THESE TWO
FIELDS.

Iog BX

Comgresssd UDP Dens Mesder |

Flest Chanved Acquisiion TOT jmn) |5 =]

Baacon inbsrval {mal E-n;_’?

RECnly ™

Figure 83 Subscriber Radios Personality Settings

- Set the same TX admit criteria and in call criteria as for the ARS control radio.
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Figure 84 Admit Criteria / In Call Criteria

Add in the Channel Pool the number of Capacity Plus Voice Channels that corresponds to the number
of voice (trunking) repeaters in the system. For each voice channel set the frequencies for RX
(receive) and TX (transmit) corresponding to each repeater.

The GPS revert channels must be also added (as conventional digital channels) to the Channel Pool(so
that the user cannot select them).

For the GPS revert channels use the following settings:
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Figure 85 GPS Revert Channel Settings — 1

- Program the GPS revert channels with the frequencies and the timeslot corresponding to
the used repeater channels in each site (the subscriber radios should be equally “allocated”
to the existing revert channels)

- Set the same TX admit criteria and in call criteria as on the trunking personality

- Check the Compressed UDP Data Header field — using this feature will reduce the duration
of the GPS data messages, allowing to use the Window Size of 7.

A\ ALL THE RADIOS IN THE SYSTEM SHOULD BE PROGRAMMED WITH THE SAME VALUE FOR THIS FIELD.
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Figure 86 GPS Revert Channel Settings - 2

Voice and Data Lists Settings

The set of corresponding voice channels of a site determines a Voice List — this list is used by the radio
for all trunking communication in that site. The list is defined by selecting (with the mouse) a channel
in the “Available” table and clicking on the “Add>>" button — the channel will move to the
“Members” table.

For Site 1 go to Voice List 1 and add all the corresponding voice channels from the Channel Pool —
take care to use the same order in the list as the numbering order used in the repeater programming
(see below).

A, A WRONG ORDER IN THE LIST WILL DETERMINE THE RADIO NOT TO WORK WITH SOME OR ALL OF THE REPEATERS.

Go to the Data List 1 and add (using the same procedure as above) the corresponding GPS revert
channel from the Channel Pool.

Figure 87 Voice List
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Add a new voice list and data list for each LCP site and repeat the above procedure for all the other
sites.

Site List Settings

In LCP the set of corresponding sites determines a Site List — this list is used by a radio for all multi-
site trunking communication. The list is defined by adding the corresponding number of sites and
selecting each site’s voice list and data list. For the mobile/portable subscriber radios the list will
contain all LCP sites.

Figure 88 Linked Capacity Plus Site List

Select for each site the corresponding voice and data lists.
4\ A WRONG SETTING IN THE SITE LIST WILL DETERMINE THE RADIO NOT TO WORK WITH SOME OR ALL OF THE SITES.

Write the configuration to the radio.

Programming of the repeaters
Read the repeater code plug and make the needed changes in the following CPS windows:

General Settings

A IN THIS cASE THE RADIO ID IS USED IN THE REPEATER IP NETWORK TO IDENTIFY EACH REPEATER, SO EACH
REPEATER MUST HAVE A DIFFERENT ID.

General Settings

Geoup Call Haeg Tene (ma) |3Wﬂ:|

Private Call Marg Time (ms)  [an00 3:
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Figure 89 LCP Repeaters General Settings
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For the voice repeaters we recommend to change the Group Call Hang Time, the Private Call Hang
Time and the Emergency Call Hang Time to lower values (1-2 seconds) to minimize the voice calls
duration, allowing a more efficient voice traffic.

Network Settings

In a Linked Capacity Plus system all repeaters of a site are connected together in a LAN via an
Ethernet switch and a router is added to connect to the other sites — this LAN should not include any
other device.

For inter site connections the most common case is the general Internet connection type via an
Internet Service Provider (ISP) — other cases like a customer WAN are also possible but less probable.
To allow maximum flexibility (towards the ISP) the system doesn’t use multicast data packets — during
a call, each repeater will send in turn the data packets (that can correspond to voice or data radio
transmissions) to the corresponding repeaters present in the other sites of the system. While this
leads to a limit in the maximum number of sites (currently 15) it avoids the problem of the multicast
data packets that most ISP are blocking. But it also means that each repeater must know the IP
address of all the other repeaters in the system. To provide flexibility in the system topology
(capability to add new repeaters or to adapt to the change of the IP address of the repeaters) without
the need to reprogram the repeaters for every change Motorola has implemented the following
mechanism: one repeater will be programmed to be a “Master” while the others will be programmed
to be “Peers”. The “Master” is the only repeater that must have a fixed IP address (provided by the
ISP) while the “Peers” can have a variable IP address (using DHCP). Also, in LCP each repeater must
use a different UDP port.

The “Peers” are programmed with the “Master's IP address / UDP port and (when switched on) they
will register to the “Master” with their IP address and UDP port — the “Master” keeps a table of
existing repeaters and for each change (new registration) will update the table and resend it to all the
other repeaters (“Peers”). Note that what has to be programmed in the “Peer” repeaters as the
“Master” IP address is in fact the WAN IP address of the router (of the site containing the “Master”).

4 Note the DHCP mechanism will create anyhow short communication interruptions when a “Peer's
IP address is changed, so we recommend to set all repeaters to fixed IP addresses inside each
site’s LAN. We also recommend (if possible) to set fixed IP addresses for all sites (routers) to avoid
the above described interruptions when a router IP address changes — or to discuss with the ISP
the possibility to perform the IP address changes during a low traffic moment of time (like during
night).

To secure the repeater IP communication an authentication key is used — it is an up to 40 digits hexa
number value that is programmed in all repeaters.

90

SAFEDISPATCHV4.OInstallationGuide
SafeMobile® (C)Copyright(2013)AllIRightsReserved



e

||!£! nk Estaplishmeni IF Sije Connaci Caoacity Fiug |F Rapegier|

|Metwork  LinkEstabisnment IESieConnect  CapactyFlys  IF Repealer
I Lk Tros [Wasmee J Lk Type |pear =
- |;m::ﬁ;umnwnmz May :ﬁim‘iﬂwﬂﬁm"wﬁ'
Masier P [ o ) 0 o MaertP [ 83 . w1 . a2 . 1
Master UDPPort [50000 = Maaber UDPPont 5oy =
oucer T oucr T
Etherst P | 152 . 168 1 [ EthematiP | 152 . 168 2 1
Gaeway P [ 1oz . 1 . 1 1 Gaevay P [ 1z . e . 2 1
Galewary Netraak | 265 . 286 - 286 . O Galessry Hewwask | 266 . 286 . 286 - 0

Figure 90 Linked Capacity Plus Repeaters Network Settings

Master Peer (from another site)

For the “Master” repeater use the following network settings in the Link Establishment section:

- Select for the Link Type field the value Master.

- Enter an Authentication Key value (the same value must be used for all repeaters — keep it
also saved in a separate secure place as you cannot see it in a read or opened code plug)

- Enter the Ethernet IP value (the fixed address used in the repeater LAN)

- Enter the Gateway IP(the LAN IP address of the router) and the Gateway Netmask values

- Enter the UDP Port value (different for each repeater in the LCP system)

For the “Peer” repeaters use the following network settings in the Link Establishment section:

- Select for the Link Type field the value Peer.

- Enter the Authentication Key value (the same value as used for the “Master”)

- Enter the Master IP value (the fixed address provided by the ISP for the “Master's router)

- Enter the Master UDP Port value (the same value as used for the “Master”’s UDP Port)

- Do not check the DHCP field and enter the Ethernet IP value (the fixed address provided for
this repeater in the LAN)

- Enter the Gateway IP(the LAN address of the site’s router) and the Gateway Netmask
values

- Enter the UDP Port value (different for each repeater in the LCP system)

For all the repeaters use the following network settings in the Capacity Plus section:

- Enter the Rest Channel/Site IP value — an address inside the site’s LAN (different for each
site)
- Enter the Rest Channel/Site UDP port value — a separate port value (different for each site)
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Channel Settings

Program the voice (trunking) repeaters with only one Capacity Plus Voice Channel (Linked), having the
following settings:

- For the Slot 1 Channel ID field select the value corresponding for each repeater from that
site — so that it matches the trunking channels order in the radios’ Voice List for that site.
A A WRONG SELECTION WILL DETERMINE THE RADIOS NOT TO WORK WITH SOME OR ALL OF THE REPEATERS.

- Set the TX and RX frequencies (according to the frequency license for each repeater).
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Figure 91 Linked Capacity Plus Repeaters Channel Settings

Voice Repeater Data Revert Repeater

Program the data revert repeaters with only one Capacity Plus Data Channel (Linked), having the
following settings:

- Check the Wide Area box — this will allow the GPS data sent from any site to arrive to the
GPS control radios

- Select the Slot 1 Channel ID value — for the first data revert repeater in each site choose the
value 33, for the second set of repeaters (if used) choose the value 35 and so on

- In the Enhanced GPS section check the Enable fields for both slotsand set the Window Size
to 7.

- For one of the Data Revert repeaters change (only if needed) the Periodic Window
Reservation (%) field to the desired value (the default value is 75%).

- For all the other Data Revert repeaters change the Periodic Window Reservation (%) field to
None.

- Set the TX and RX frequencies (according to the frequency license for each repeater).

Write the configuration to the repeater.
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SafeMobile Support

Email Support

Please email your technical support questions to support@safemobile.com.

SafeMobile Technical Support Online Forum

Please visit our SafeMobile Technical Support Online Forum for all your SafeMobile and
Motorola questions at www.safemobile.com/forum.

Sales and Installation Support

Please contact your SafeMobile Channel Account Manager directly for assistance.
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